Poccuiickas denepanns
bpsuckas obnacts
- AJIMUHHUCTPAIVS T'OPOJIA ®OKHHO
(Anmunauctpanus . DoxuHO)

PACIIOPI’KEHUE

or 10 nexabps 2024 r. N 216-P
r. ®OKHHO

06 yteepxaenuu lomatuku
HHGOPMAIMOHHOM 0e30IIacHOCTH
B aIMHHUCTpALUU TOPOaa
®oxuno bpsuckoit obmacTu

B coorserctBum co crathelt 16 DepepanbHoro 3akona ot 27.07.2006 Ne 149-d3 «0O6
nadopManuy, FHGOPMAIMOHHBIX TEXHOIOTHAX U o 3amure uHpopManmm» u DenepaasHOro
3akoHa oT 27.07.2006 r. Ne 152-®3 «O nepcoHaIbHEIX JaHHBIXY.

1. Vreepaute IMomutuky wuaGOpMANHOHHOM GeszonacHocTH B AAMEHHCTpAIE. ropoza
DoxuHo (nanee — IlonmuTrKa) COMIACHO IPHIOKEHHIIO.

2. Nmxenepy no 3ammTe mHGopManuy (OTAE YIPABICHNUS A¢/IaMH) JOBECTH TPeOOBaHUS
IHonmuTrkM O COTPYTHUKOB aAMHHHUCTPAIMH B (opMe HHCTPYKTaXa.

3. Mmxenepy mo 3amuTe wuHGOpManuu (OTHEN YIpaBIeHHS JejaMd) JOBEICHHUE
TpeboBanuit ITOMMTHKH NPOBOMUTH NpH IpUeMe COTPYNHUKOB aIMHHHCTpAllUM Ha paboTy B
¢bopMe HHCTpYKTaXKa.

4. Pa3MecTHTh HACTOAINEE PACIOPSKEHUWE Ha OQHIUAIGHOM CcaiTe aAMHHHCTPAINIHN.
ropozna ®oxuHo B cetr VHTEpHET.

5. KonTtpons 3a HCIoIHeHHeM HAaCTOSIIETO pacopsHKSHHS OCTaBIISIIO 32 cO00i.
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I'maBa apmuBuCTpaIIH B.B.Crenun



IIpunoxenne
K pacIopsKEHII0 agMUAHUCTpary I.DOKIHO
ot 10 nexabps 2024 r. N216-P

, YTBEpKIEHO
pacnopsKeHUEM aIMUHUCTpanuu I.PoKuHO
ot 10 nexabps 2024 r. N216-P

ITonutnka wHPpOpMAIMOHHON 0€301IacCHOCTH
B aJIMHHHCTpanuu roposa ®oKuuo
Bpsnckoii obnactu

1. O0mue mostoxeHus

Iomutuka madopmannonHo#i 6e3onacHocTr (nanee — IlonuTHKa) onpenenseT NPUHATHE
IPaBOBBIX, OPraHU3aIMOHHBIX M  TEXHHYECKAX MEp, KOTOPEIMH PYKOBOACTBYETCA
agMuHHCTpanMg ropoxa DokuHo bBpsuHckoid obnactu (majiee — aAMUHHCTparus), B CBOeH
JIeSITENIbHOCTH HAIIPaBJICHHBIX HA:

—obecrieyeHne 3ammThl HHOOPMAIAM OT HEIPAaBOMEPHOTO IOCTYIA, YHHYTOXCHHS,
MonupHUIMpoBanKs, ONOKHPOBAHMA, KONHPOBAHHUS, IPENOCTABICHHMS, PACIpPOCTPAHCHHS, a
TaKXKe OT HHBIX HENPABOMEPHBIX NEHCTBHI B OTHOMICHHUH TaKo# MH(OPMALIIY;

—COOIFO/IeHHe KOHMIICHITMATFHOCTH HH(POPMAIHH OTPAHUIEHHOTO JOCTYIIA;

—Ppeau3anuio Ipasa Ha JI0CTYII K HHPOpMAaIuy.

OCHOBHBIMH COCTaBHBIMH 3JIeMeHTaMU [10IMTHKY SBISIOTCS:

—3amuTa HHPOPMALUH IIPH OPraHu3aIlui paboT ¢ MepCOHABHBIMU JaHHBIMH;

—3amuTa “HGOpMALIAH, HE COCTABIIAIONIEH TOCYIapCTBEHHYIO TaliHy, B aBTOMaTH3UPOBaHH
BIX ¥ HHQOPMAMOHHBIX CHCTEMAX;

—~3aIUTa HHQOPMAIIK ¢ OTPAHUYCHHBIM JIOCTYIIOM, HE COCTaBIIAIOIIECH rOCyIapCTBEHHYIO
TalHy, ¢ HCIOJIB30BAaHUEM CPEJICTB Kpunrorpadmdeckoil 3alyThH HHPOpMALWH;

—3ammra wHGopManuM, pasMelnacMoil Ha oQuIEaTbHOM calite B HH()OPMAIHOHHO-
TEJIEKOMMYHHIKAIIMOHHOHN ceTu MHTEpHET.

OOmiee pyKOBOACTBO obecrmeuenueM HHGOPMALEOHHON O€30IaCHOCTH aJAMUHHMCTPAIHH
ocymiecTBiseT [JlaBa aJMHHHCTpAiH. B CTPYKTYpHBIX IIOJXPA3AEIHCHUSAX aJIMHUHUCTPAMK
PYKOBOICTBO obecrieueHreM HH(BOPMAIMOHHOM GE30MACHOCTH OCYMECTBISET PyKOBOIMTENb
IaHHOTO  CTPYKTYpHOTO mozpasiencHus. - Konrpons 3a coOirofieHHeM TpeOoBaHMi 10
nHPOPMAIMOHHON G€30MaCHOCTH HeceT JOJDKHOCTHOE IIMI0, HA3HAYCHHOE OTBETCTBEHHBIM 3
3ammTy UHGOPMAIIHH.

2. O6nacTs IPUMEHEHUSA

Hacrosimass IlommTuxa pacmpocTpaHseTcss Ha BCe CTPYKTYPHBIE IIOApas/elNeHus
aJIMUHHCTPAlUU ¥ 00513aTENbHA K HCIIOJIHCHUIO BCEMH €€ COTPYIHAKAMH. \

Cotpyanuku o6s3aHBI  COOMIONATh HOPSAIOK OOpaIeHHs ¢ KOH(HICHIUAILHBIME
JOKYMEHTaMH, KIIOYEBHIMH HOCHTENSMH M Jpyroil samminaemoi mHdopmamuei, coOmonaTh
TpeboBaHus HacTosmel [ToMuTHKY 1 WHBIX JOKYMEHTOB, PErIaMEHTHPYIOINX ACATEIBHOCTD B
o61acTy HHGOPMAIHOHHOI GE30IIACHOCTH.

Jetictre IlonmuTKy He PacIpOCTPaHAETCA Ha OTHOIICHHUS, BOSHUKAIOIIHUE TIpH 00paboTke
uHGOpPMan¥y  OTPaHUYCHHOTO  JOCTYNA,  COACPIKAIEH  CBCIACHHUS,  COCTaBJIIOLINE
rOCYIapCTBEHHYIO TailiHy. 3amurta HHpOpMAIHH, COACpKallell CBEACHHS, COCTABIAIONIHE
TOCYNapCTBEHHYIO TallHy, OCYIUECTBISETCS B COOTBETCTBHH C 3aKOHOIATENBCTBOM Poccuiickon
®enepanun 0 TOCYNapCTBEHHOM Taline.



3. TepmuHEI 1 onpeieIeHU

B nacrosmeii [lonutrke uecmons3yioTes ciaeayiomnme TepMAHLL

ABTOMaTH3HPOBAaHHAA CHCTEMA - CHCTEMa, COCTOSINAs U3 MEPCOHANA U KOMILIEKCA CPEACTB
ABTOMATH3ALHH €ro JIeATEIFHOCTH, peanplsy}oma;l HH(POPMAIMOHHYIO TEXHOJIIOTHIO BHIITOJIHEHMS
YCTaHOBJICHHBIX ()YHKIIUHA.

Aymar  pHOOpPMAIMOHHOM 06€30I1acHOCTH  aJMHHHUCTPAllMM - INPOLHECC IPOBEPKH
BBHITIOJIHEHUS YCTAaHOBJICHHBIX TpeOOBaHUM MO oOecneueHHIO HH(POPMAITMOHHONW 6e30MacHOCTH.
MoxxeT mpoBOAMTECS KaK caMoii amMuHuCTpanve (BRYTPEHHHMM ayIuT), Tak d ¢ IPHBICYCHHEM
HE3aBHCHMBIX BHEITHUX OpraHu3anuil (BHEIIHUMA ayauT). '

HMudopManoHHas TEXHOIOTHS - COBOKYIIHOCTE IIPAaBIJI, IIPUEMOB B METOIOB IPHMEHEHHMS
CPEACTB BEIMHCIMTEILHON TEXHWKM JUIS BBINOJHECHHS (QYHKIMH XpaHeHHs, 00paboTkw,
IepenaYsl ¥ MCIONb30BaHHA IPOU3BOJCTBEHHOM, (DUHAHCOBOM, AHAIMTHYECKOW HIIH WHOM
HH(QOPMAIHH, CBA3AHHOM ¢ QYHKIHOHUPOBAHMEM A IMAUHRKCTPAIHH.

VHpOpMaOHHEI  TEXHONOTMYECKMM  Npolecc -  9acTh  IIPOU3BOACTBEHHOIO
TEXHOJOTMYECKOT0 IpoLlecca, coAepKamias onepanuy Haj uHpopMaimell, HEOOXOAUMOM I
(GyHKIMOHAPOBaHNS aAMUHACTPALMH. .

Hudopmanuonnas 6e30MacHOCTh aJMUHHUCTPAHA - COCTOAHHE 3AIIUIIEHHOCTH
UHQOPMANUORHBIX AaKTHBOB AAMUHHCTPAIME B YCJIOBHSX yrpo3 B MH(OPMAaImOHHON chepe.
3amMINEHHOCTh  JOCTHTaeTcss O0ECIIeUeHNEM COBOKYIIHOCTH CBOMCTB HH()OPMAIHOHHOM
0e30MMacHOCTH  KOHQUACHIMANBHOCTHIO, IEJOCTHOCTBIO, JOCTYIHOCTHIO I/IH(I)OpMaHI/IOHHBIX
aKTHBOB ¥ HHQPACTPYKTYPHI aAMUHHUCTPALHH.

VadpopManuoHHEle aKTHUBHI AJMUHHCTPANMH — AKTHBBI aJMHHWCTPAIAM, HMEIOIIHE
OTHOILIEHUE K €r0 MH(OPMAIMOHHOM cdepe M MPeACTaBIAIONHE HEHHOCTh JJIS HEe C TOYKH
3pEHMSI JOCTIDKEHMSI YCTaBHBIX LIEJIEH.

Wuanunest uadopManvoHHON Oe30MacHOCTH - JeHCTBHUTENHHOE, HpeJIHpI/IHI/IMaGMOG K
BEpOATHOE HapymieHMe UHGOPMANUOHHON OC30MACHOCTH, NPHBOJASINES K HapyINICHWIO
JOCTYIHOCTH, KOH()UIEHIMANBHOCTH W  IIEJIOCTHOCTH  HMH(OPMAIIMOHHBEIX  aKTHBOB
aIMUHUCTPaLUH. ‘

HNuadopManmoHHas cucTeMa NEPCOHANBHBIX JAHHBIX - COBOKYNHOCTH CONECPIKAIUXCS B
6azax JaHHBIX [IEPCOHANBHBIX NAHHBIX U 00ECIEUHBAIOIMX HX 00paboTKy MH(POPMAITMOHHEIX
TEXHOJNIOIUH U TEXHUYECKUX CPEACTB B COOTBETCTBHM C 3aKOHOAATEIIHCTBOM.

KonbunennuaneHocts uHGOpMaImu - 00s3aTeNbHOE IS BBITOJNHEHHS  JIMIOM,
IOJTyYHBIINM JOCTYIl K OIpeNelieHHOM HH(popMaiuu, TpeOoBaHHE HE IEpenaBarb TaKylo
HH(pOPMALMIO TPETHUM JIHIaM 0e3 COTIacHs ee 00Ianares.

MonnutopuHr HHPOpMAMOHHON ~ 0€30MaCHOCTH ~ aIMUHHCTpAldd -  IIOCTOSTHHOE
Habmozienue 3a 00beKTaMHl, BIMSIONMMHE Ha obecniedeHHe HMHPOPMAIMOHHOHM Oe30mMacHOCTH
aIMUHUCTpaIn, cOOp, aHATH3 B 0006IIeHHe Pe3yNbTaToB HAOMIONEHNS 110 3aJaHHbIe LEIH.
OO6BeKkTOM MOHHTOPHHIA B 3aBUCHMOCTH OT IieJieii MoXkeT OBITH aBTOMaTH3UPOBaHHAs CHCTEMA
U €€ YacTh, MHGOPMAIMOHHBIE TEXHONOIHYECKHE mponecch, WHGOPMAUMOHHbIE YCIyTH |
npouee.

HecanknimoHUpOBaHHBIN JOCTYN K I/IH(l)OpMaIII/II/I - goctyn K wH(pOpManuy, HapyIIAromui
HpaBHjia PasTPaHHUYEHUs JOCTyNa C HCIONB30BAHMEM IITaTHBIX CPEACTB, IPEHOCTABIACMbIX
CPEIICTBAMH BBIYHCIMTENFHON TEXHHKH MJIM aBTOMATH3MPOBAaHHBIME cHcreMamu. Ilox
MITAaTHBIME CPEJICTBAMM TMOHMMAETCS COBOKYMHOCTH NMPOTPAMMHOTO, MHKPOIPOIPAMMHOIO M
TEXHHYIECKOr0 OOECIIEYCHUs CPEICTB BHEIYHCIHUTEILHOM TEXHMKHM WM aBTOMAaTU3HPOBaHHBIX
CHCTEM. ’

INonutnka nHGOpMaOHHOH GE30maCHOCTH aJIMUHUCTPAIAH - KOMILJIEKC
B3aMMOYBS3aHHBIX PYKOBOJASIIMX IIPHHITMIOB H pa3pabOTaHHBIX HAa HX OCHOBE IIPaBHII,
NpONeNyp H NPaKTWYECKUX IIPUEMOB, MNPUHATHIX aAMHUHHUCTpauuedl a1 obecrnedeHus
uHpOpMATHOHHOM 0€30IIaCHOCTH.

Puck - Mepa, y4uTHIBaroIas BEPOSATHOCTH peau3alli¥ Yrpo3bl H BEIHYMHY IIOTEPH
(ymmep0a) OT peanu3aryy 3T0i yrpo3sl.



Pons - 3apaHee onpezeneHHas COBOKYIHOCTH IIPABHII, YCTAHABIMBAIOMIMX IOMYCTHMOE
B3aUMOJIEHCTBHE MEXTy CyOBEKTOM H OOBEKTOM ajMMHHCTpamuu. K cybhextam oTHOCATCS
COTPYMHMKH aJIMAHMCTPALMH, [IOCETUTENH, 8 TAKKE HHUIIMUPYEMBIE OT HX HMEHH JEHCTBHUS HA
obwpexTamu. OOBEKTaMHU SIBISIOTCHA aUNapaTHBe U POrPaMMHBIE CPEACTBA, HHPOPMAIHOHHEIE
PECYPCHI, YCIYTH U NPOLECCHI, COCTABISIOIIE ABTOMATH3UPOBAHHYIO CHCTEMY .

PexxyM KoRGUICHIIMANEHOCTH HHPOPMAIMH-OPTraHU3aIlHOHHO TEXHHIECKAE MEPOIIPHSITHA
10 00eCIeYeHHIO KOHbUIeHIMaNbHOCTH HHdopmarun (3ampre HHOOPMAINHN), BKIIIOYAOIINE B
ceOst:

—OmpeelcHNe epedHs HH(popMaIn, CoCTaBIsIoNIel KOHPUISHIMATbHYIO HHpOpMAITHH;

—OIrpaHM4YeHHe JOOCTyNa K KOHQHICHIMAIBHON WH(POPMAUMH IIyTEM YCTAHOBJICHES
nopsaxa o0pameHus ¢ sToif waboOpMarmei U KOHTPOJIA 3a COOMOICHMEM TaKOTO TTOPSAKA,

—y4eT JHI, NONYYWBIIMX JOCTYN K KOH(UISHIMANBHOW WHpOpManmy, H(WIH) JIHII,
KOTOPBIM Takas HH(popMaIys Gplia NpeaoCcTaBlIcHa WM IepelaHa,;

—PpEryJIMpPOBAaHME OTHOMICHHH II0 WCIONB30BAaHUIO0 KOHMUACHIHANBHONH HHPOPMAITHH
pabOTHHKAaMH Ha OCHOBAHHH TPYIOBBIX JOTOBOPOB, KOHTPAIEHTAMH HA OCHOBAHHH IPAXIaHCKO-
IPaBOBLIX JOTOBOPOB W COINIAMICHUH, paOOTHUKAMH CO CPOYHBIMHU TPYAOBBIMH IOTOBOpaM ¥
IPOXOASIIHNX B aIMUHACTPALUH HIPAKTUKY (CTAXKUPOBKY ).

Yrpoza - ODACHOCTh, IIPEAIIONArafomas BO3MOXHOCTE NOTepH (OIOKHPOBAHHUS)
uadopmanmu.
Yopasnenne HMHOOPMANHOHHOH O€30MACHOCTRHIO AJAMHHHCTPAIliH - COBOKYITHOCTb

LeJICHANIPaBIICHHBIX NEHCTBAN, OCYMECTBIsSEMbIX B paMkax Hacrosmed [lomuTuku B ycroBusx
YIpo3 B HHPOPMAITHOHHOI chepe, BKI0YAroNmas B ¢e0s OLIEHKY COCTOSHUA 00BEKTa YIIPABICHHS
(sampuMep, ONEHKY M yHpaBieHHE pHCKaMHu), BHIOOP YMpPaBISIONMX BO3REHCTBEM # WX
peanu3anuio (IUIaHUPOBAaHWE, BHEAPCHHE H OOCHY)XKHBAaHHE 3aIIATHBEIX Mep - 3aljuTra
wHpOpMaIHn).

VYSI3BUMOCTB - HEJOCTATKH WK Cliabble MeCTa HH(POPMAMOHHBIX aKTHBOB, KOTOPhIE MOTYT
IPUBECTH K HapyIICHHIO HHQOPMAITMOHHOM Ge30IacHOCTH aIMUHUCTPAUY IPH pPeaIr3aliuu
yrpo3 B HHPOPMAIMOHHOH chepe. ' .

OnexTpoHHas MOAIKCH - HHGOPMANHUI B IEKTPOHHOM (hopMe, KOTopas IPUCOSAUHEHA K
apyroii umubopMamuu B 3NEKTPOHHOW ¢opme (HoanucHBacMON wWHQOPMANUYM) WIA MHBIM
o0pa3zoM cBsi3aHA C TaKkoil wH(oOpMaruell M KOTOpas HMCIOIB3YETCS UL ONPEHCICHUs IHIA,
TIOJTHCHIBAIOMIET0 HWH(OPMAIIHIO.

4. OcHOBHBIE IPHHIUITEI O0ecTieueHIs HHPOPMAITHOHHON 0€30MaCHOCTH
OCHOBHBIMU IpHHIMIIAMH 00ecreueHus HHHOpMaIHOHHOMH 6e30aCHOCTH SBIISIOTCS:
—IOCTOSHHBIA M  BCECTOPOHHHMII  aHaJW3  aBTOMATH3UpPOBAaHHBIX  CHCTEM H

HHGOPMAITMOHHEBIX TEXHONOTHH C MENBI0 BESBICHUS YI3BUMOCTeH WHAOPMAIMOHHEIX aKTHBOB
a/IMUHICTpALlVH;

—CBOEBPEMEHHOE OOHapyXeHHe mnpolieM, MOTEHIHANbHO CIOCOOHBIX IOBIHATH Ha
HHGOPMAIHOHHYIO 6€301IaCHOCTH, KOPPEKTHPOBKA MOJIENIEH YIpo3 M HAPYIIHTEIS;

—pa3paboTKa M BHEAPCHUE 3aIlIATHHIX MEP, aAeKBaTHBIX XapaKTepy BBLIBICHHBIX YIPO3, C
y4eTOM 3arpaT Ha UX pea3alii0 #W COBMECTHMOCTH STHX Mep ¢ ACHCTBYIOIHM
TEXHOJIOTHYECKUM 1IpomeccoM. Ilpm 5TOM Mepbl, MNpHHEMacMble AN  OOeCleYeHUs
HHGOPMAITMOHHON 0e30macHOCTH, HE JOJUKHBI YCIOXKHSTH NEsTeIbHOCTh AIMWHWUCTpaLVH, a
TaKKe IOBBINATH TPYHOEMKOCTh TEXHOJOTHYECKHX MPOIIECCOB 00paboTKH HMHGpOpMaruu u
CO3/1aBaTh OMOJHUTEILHBIE CIIOKHOCTH;

—KOHTPOJB 3P PEKTHBHOCTH NPUHAMAEMEIX 3AIIATHBIX MED;

—nepcoHUHUKaNus M aJeKBaTHOE pa3lelieHhe poJieli M OTBETCTBEHHOCTH MEXITY
COTPYAHHKAMH aIMUHUCTpPAIlK, WCXOMS W3 NPUHIMNA T[EPCOHANBHOH MU  eNMHONUIHON
OTBETCTBEHHOCTH 34 COBEpILIacMbIe ONICPaIIHH.

5. Hemn u 3agaun nHGOpMaMOHHOH 6e30I1aCHOCTH
OcHoBHOH LENBIO SBISETCS 3ammra uHpopManuu, coiepxameiica B HHGOPMANMOHHBIX
cucTeMax oT HauOomee paclipOCTPaHEHHBIX YIPo3 HHPOPMAHOHHOH 6€3011aCHOCTH, BEI3BAHHEIX



Hed(GEKTUBHOCTEIO NPOIEAYP KOHTPOJIS, TEXHOJOIHYECKHX COOEB, HECAHKIMOHMPOBAHHBIX
JCUCTBUMA COTPYAHUKOB WM HHBIX (OpM HE3aKOHHOTO BMEMIATENHCIBA B MH(OPMAIMOHHBIE
pecypchl B HHGOPMAIHOHHEIE CHCTEMEL

VYkasaHHad Lelb TOCTHTAETCSA MOCPEICTBOM OOCCICUCHUS M IMOCTOSHHOTO IOJICPIKAHUS
KOH(QHACHIMAIBHOCTH, IIEIOCTHOCTH U IOCTYIIHOCTH HH()OpMALIIH,

JUid IOCTHOKEHHS HenM 3aIuThl W O0eCledeHMs YKa3aHHBIX CBOHCTB HH(pOpManuu
cucreMa odecriedeHust WHOOPMAMOHHOM Oe3omacHoCTH Mo/KHa obecmeunBarh dddexTnBHOS
pelIeHue CISAYIOMUX 3314, TAKUX KaK:

—OICHKA COCTOSHUSA HHGOPMAIIMOHHOM 6€30MacHOCTH, IPOTHO3HPOBAHKE B OOHAPYKECHHE
yrpo3 Oe3omacHOCTH HWHGOpMAIIMH, OIpelcieHHe IPHOPUTETHBIX  HANMPaBICHUH WX
IPEOTBPAIICHHS U TUKBHIAIAH TIOCTeACTBH KX TIPOSBIICHHS;

~YKpEeIUICHUE BEPTUKAIM  YIOPaBICHHUS W  UCHTpaIu3amud CWI  OOECIeYCHHS
HHGOPMANHOHHOM 6€30IaCHOCTH B OPraHe BJIACTH U MECTHOI'O CaMOYIIPABIICHHUS;

—COBEPINCHCTBOBAHUE HHPOPMANMOHHO-aHAMTHIECCKIX W HAYYHO-TEXHHUECKUX acIIeKTOB
GyHKIHOHIpPOBAHMSA CHCTEMEI 00eCTIeueHUs MHPOPMAIHOHHON OE30IIaCHOCTH;

—obecmedenne cobmozenns TpeboBanuii 3akoHomatensctBa Poccuiickoit Menepannu B
obracTy MHQOPMAHOHHOMN GE30IMaCHOCTH;

—OopranmMsanys M KOOPJAMHANUs PYKOBOJCTBOM OpraHa BIACTH M MECTHOrO
caMoympaiieHus paboT 110 obecneyeHnI0 HEPOPMAITHOHHOM 6E30aCHOCTH;

—~BO3JIOKEHHME OTBETCTBEHHOCTH 3a obecmeuenue Oe3omacHocTH wuHGOpPMAnuu B
HHQOPMAIMOHHBIX CHCTEMaX Ha KaXIOro COTPYAHMKAa OpraHa BJIAQCTH W MECTHOIO
caMOyIIpaBIIeHHS B IpeeliaxX ero IOJHOMOYHI;

—obecIieueHre HeNPEPHLIBHOrO (YHKIHOHUPOBAHUS HH(OPMAIHOHHEIX CACTEM ¥ CHCTEME
obecrieueHy st HHPOPMALMOHHOM 6E30IaCHOCTH;

—~obecnieyenne >hdexTuBHON paboTBl MEXaHW3MOB OIEPAaTHBHOIO pEarvpoBaHUs Ha
KOMITBIOTEPHBIC HHIIUACHTH HHPOPMAIIMOHHOM 6€30ACHOCTH;

~BelIEHUE MOHHTOPHHIA COCTOSHUS 3alTUINEHHOCTH HWHGpopManuu mpu ee oOpaboTke B
HHGOPMAIMOHHEIX CHCTEMAX,

—3alMTa OT BMEIIATENBCTBA B Mporece GYHKIHOHHPOBAHAS HHGOPMALUOHHON CHCTEMBI
IOCTOPOHHHX JHI (AOCTYI K HHGOPMAIMOHHBIM pPecypcaM JOJDKHBI HMETh TOJBKO
3aPErHECTPHPOBAHHEIE B YCTAHOBIEHHOM MOPSIKE TI0IB30BATENIH);

—pasrpaHdvYeHME JOCTylla IONh30oBaTeneil K HHGOPMAIMOHHBIM, AalIapaTHBIM,
OpOrpaMMHBIM ¥ HHBIM pecypcaM (BO3MOXHOCTh JOCTYIa TOJNBKO K TE€M pecypcaM u
BBIIOJHEHHA TONBKO TeX oONepanuii ¢ HAMH, KOTOpblE HEOOXOIMMBI KOHKPETHBIM
[IOJIB30BATENSAM JUI BBIIOJHEHUS CBOMX CIYXEOHBIX (TPYNOBBIX) oOsS3aHHOCTEH), TO e€cThb
3aIMUTy HHYOPMAIMY 0T HECAHKIIMOHUPOBAHHOIO JIOCTYIA;

~3aIuTa KOHGUIEHIHANLHON HHBOPMAIHE OT YTEUKH MO TEXHHYECKAM KaHAIaM IIpH €&
00paloTKe, XpaHSHNH U Iepeiade IO KaHaJaM CBSI3H; '

—obecnedeHne paboTocIOCOOHOCTH KPHITTOrpadueCKUX CPEACTB 3aMUTH HHPOpMAIHT;

~IIOCTOSHHBIM KOHTPOJIb BHIMOJHEHHS TpeOOBaHUI 3aKoHOmaTenbcTBa Poccuiickoi
@enepanun B o0nacT obecnedeHus nHPOPMAIMOHHON Ge30MaCHOCTH;

—CO3/JlaHH€  CHCTEMBI  HENPEPBIBHOIO  OOYYeHHs, TPEHHPOBKH H  IPOBEPKH
OCBEZIOMIIEHHOCTH COTPYAHUKOB TI0 BOIIPOcaM obeciedeHrs HHPOPMALMOHHON 6e30aCHOCTH;

—o0eclieyeHNe  3aUTHl  HWH(POPMAIMM  OT  HECaHKI[MOHHPOBaHHOTO  JOCTYyIa,
IIPEOTBPAICHUE yTpaThl, HCKaXCHHUS WIM YHWUYTOXXEHHS WHQopManuu Ha sTamax cOopa,
06paboTKu, XPaHEHUS ¥ MPEIOCTABICHHA KOHEUHOMY OTpeOHTEO HHPOPMAITHH.

llocraBneHHBIe OCHOBHBIC NENH ¥ 3axaun obecrieucHus MHGOpPManuoHHOli Oe30macHoCTH
JOCTHTAIOTCS:

~Y9YeTOM BCEX MOJICKAINMX 3aIUTe PECYpPcoB HH(GOPMAIMOHHOM CHCTeMBI (MH(OpMaNuy,
3a1a4, JOKyMEHTOB, KAHAJIOB CBSA3H, CEPBEPOB, aBTOMATU3MPOBAHHEIX CUCTEM);

—IOJHOTON ¥ HENPOTHBOPEUMBOCTHIO TPEOOBAaHHH OpPraHM3aIEOHHO-PACTIOPSTHTENBHBIX
JTOKYMEHTOB 1O BOonpocaM oOecTiedeHns HHPopManmoHHo# 6e30I1acHOCTH;



—IIOJATOTOBKOM COTPYAHHUKOB, OTBETCTBEHHBIX 32 OPraHM3aIMI0 ¥ OCYINECTBICHHE
MEPONPHATHIA IO 00ecredeH 0 HHOOPMAIMOHHOM 6€30IIaCHOCTH; | ’

—YeTKHM 3HAHWEM M CTPOrUM COOMIONICHMEM BCEMM MONB30BATENAMY HHGOPMAMOHHOMN
CHCTEMBI TpcOOBaHMI OPraHM3aAIMOHHO-PACHOPAMUTENBHBIX JOKYMEHTOB IO  BOMpPOCaM
obecrieyeHus 0€30aCHOCTH WHPOPMAITHIH;

~HEePCOHATBHON OTBETCTBEHHOCTHIO 3a CBOM AEHCTBAS Ka)XKIOTo COTPYAHHKA, HMEIOIIEro
JOCTYI K HH()OPMAIMOHHEIM peCypcaM, B paMKax BBITONHEHUS CBOUX TPYHIOBEIX 00S3aHHOCTEIH;

—2((eKTUBHEIM KOHTpOJIEM 3a COOJIONEHHEM IOJB30BATENAMH HH(POPMALHOHHBIX
pecypcoB 00s3aTeNBHBIX TpeGoBaHui o obecneueHuo nEGOPMAHOHHOM 6€301aCHOCTH.

6. O0BeKTH 0becnieuenus nHPOPMAMOHHOM 6€300acHOCTH

K obnekram obecrieueHus HHPOPMANHOHHOM 6E30IIaCHOCTH OTHOCSTCH:

~HH(QOPMAHOHHBIE PECYPCHI, B KOTOPEIX o0pabarbiBaeTcss MH(GOPMAIHS OrpaHHYeHHOro
JOCTyHa, HE COAepIKamas CBENCHWH, COCTaBIIONMX TOCYIApCTBEHHYIO TaliHy (cimyxeOHas
TaliHa, IIEPCOHANbHBIE NAaHHBIC U Apyras uH(OpMAUS OrpaHHIEeHHOTO pacnpocrpaHeHns{) a
TaKKe o0mienocTymsas (OTKpHITas ) MHGOPMATS

—CHCTeMbl (OPMHUPOBAHHUS, PACOPOCTPAHECHHS H HCIOIG30BaHAS HHOOPMAMOHHBIX
pecypcoB, BKIIOYaromue B ce0s HHPpOpManmOHHBIE CHCTEMBI PA3INIHOIO Kiacca i Ha3HaUYCHHS,
npaBHiIa M IPONEAYPHI cOopa, 00paboTKu, XpaHEHHs ¥ epeaadr HHOPMAIIUH;

—uHGOpMaIuoHHas HHGPPACTPYKTYpa, BKJIIOYArOmas LEHTpHl 00paboTki W aHamm3a
uH(OPMALHH, CPEACTBA, CUCTEMEI CBA3H U MEpeaun JaHHbIX.

Ilpu stoM, B mH(MOpPMAIMOHHON cHcTeMe 00BeKTaMH HHPOPMaHOHHOH 6e30macHOCTH
SBJIAIOTCA MHdOpMalysi, coepaKaascs B MHOOPMANMOHHOM cHCTEMe, TeXHHYECKHE CPeACTBa
(B TOM 4uHCIE CpENCTBA BBHIYHMCIMTENBHOM TEXHHKH, MAalIMHHBIE HOCHTENH wHH(popManmy,
CpPEJICTBA M CHCTEMEI CBSI3H U IIEPEavl JaHHBIX, TEXHUYECKUE CpelcTBa 00paboTku OYKBEHHO-
mdpoBoH, rpadryeckoil, BHAEO W pedeBoi HH(POpPManHH), OOIECHCTEMHOE, IPHKIIATHOE,
CIIEIaNIBHOE NpOorpaMMHOE obecreueHre, HHGOPMATMOHHBIE TEXHONOTHH, a TAKKE CpeACTBa
3alMTHl KHOpMAaITHH.

Mudopmarmonaast 0e30aCHOCTH BCEX BHINIEYKA3aHHBIX OOBEKTOB CO3NACT YCIOBHA
HaJIEKHOTO (PyHKIHOHUPOBAHUS aAMAHHCTPALAH.

7. OCHOBHEIC HANPABICHUS ASATENBHOCTH aMAHACTPAIMH [0 0GCCISUCHHIO
HHPOPMAIMOHHOI 6€3011aCHOCTH

HesarensHocTs 1O ofecmeuenuio  wHGOpPManuOHHOM  0e30MacHOCTH = HpU3BaHa
CmOCOOCTBOBATh CHIDKEHMIO PHCKOB OT Yrpo3 B HH(POPMAIMOHHOH cdepe, NOBBIIECHUIO
3¢ PEKTHBHOCTH U YCTOWYMBOCTH B yIpaBJIcHUH HHQOPMAIMOHHBIME PECYPCAMU B CHCTEMaMH.

K ocHOBHEIM HanpaBiIeHHAM obecneucHus HHYOPMAIHMOHHOH 0€30IaCHOCTH OTHOCATCS:

~IIpaBoBOe obecrieueHue MH(POPMAIMOHHON GE30IACHOCTH — JAEATENBPHOCTh HAIIPaBJICHA
Ha CO3JaHHMe M HOAJEpXKAaHHE B aKTyalbHOM COCTOSHHH CHCTEMBI JIOKAJBHBIX HOPMATHBHBIX
AKTOB, PETNaMEHTHPYIOIIHX AEATENFHOCTD 110 00ecIedeHHIO HH(OPMaHOHHOH O6€3011aCHOCTH;

—OpraHu3al|s AEATENBHOCTH 1o ofecnedeHMI0O HHGOPMAIHMOHHOH O€30MacHOCTH —
JEATENPHOCTh HalpaBlIeHa HAa CO3aHHE JOKYMCHTHPOBAaHHBIX IIPOIIECCOB OOECIICYCHUSA
HHQOPMAITMOHHOHN Ge30IIaCHOCTH MEXIy BCEMH IOPa3CICHHIMH OpraHa BJIacTH M MECTHOTO
CaMOYIPaBIICHAS;

—obecnedenne HHGOPMAIMOHHOM 6e30MMaCHOCTH IIPY  YIIPaBIeHUH HHPOPMATHOHHBIMEI
pecypcamH 3TO IesSTeNbHOCTh HalpaBlieHa Ha HACHTHHUKALHUIO, KiiaccuPHKanuio HHGOPMaLHOH
HBIX CHCTEM M PECYpCOB, a4 TakkKe WX BIageNsieB, (OPMUPOBAHHE U HOJIEPKAHUE
Heo0X0MMOoro ypoBHs HH(GOpMaIMoHHOM Ge30nacHocT HHGOPMAIMOHHBIX PECYPCOB;

—obecneyenne HHGOPMANMONHOH  6e30IIaCHOCTH,  CBS3aHHOE C  COTPYJHHKAMH —
JEATeILHOCTD HAlPaBIcHA HA MUHHMU3AIHIO PUCKOB, BEI3BAHHBIX JACHCTBUSMH COTPYJHHKOB B
OTHOILUEHMH HHOOPMAIMOHHBIX PECYPCOB, IIYTEM CO3IaHHS CHCTEMBI HEIIPEPHIBHOIO OOydYEeHHS,



TPCHUPOBKH H TIPOBEPKH OCBCHAOMIICHHOCTH BCCX COTPYAHHKOB IIO BOIIpOCaM obecrieueHus

' mHpopManoHHOH 0€30TaCHOCTY;

—(u3ndeckas 6e301acCHOCTh HHPOPMAMHOHHEIX PECYPCOB — AEATENBHOCT HAIIPaBIeHa Ha
MUHMMH3AIHIO M TPENOTBpalleHHe yumiepOa, BBI3BAHHOIO (U3MYECKHM BO3JCHCTBAEM Ha
AMHGOPMAIIOHHEIC CHCTEMBI U PECYPCEI;

—obecneuenne WHPOPMALKMOHHOK Ge30IIaCHOCTH HA JTamax JKU3HEHHOIO  IMMKJIA
unpopmanuy B HUHYOPMAIMOHHONW HHPPACTPYKTYpEe ~— HEATENBHOCTH HAIPAaBIcHA Ha
MUHMMH3AIMIO - PUCKOB, BO3HHUKAIOIIMX B IIpoilecce co3maHusd, o0paboTku, oOMeHa u
YHUUTOXKEHHS MH(pOpManuy B HHHOPMAIMOHHEIX CHCTEMAX;

—YyIpaBlieHHe JOCTYNIOM K MH()OPMAIIMOHHBIM pecypcaM — AeATeIHHOCTH HallpaBjicHa Ha
CO3/JjaHue NOPsA/IKa JOCTYNA K HH(POPMAIHOHHEIM pecypcaM, KOHTPOJIb i MOHUTOPHHT JOCTYIIA;

—yNpaBICHHE HMHIOUACHTAMM HWHGOPMAIIMOHHOM  0€30ImacHOCTH —  JeATelbHOCTE
HampaBjIcHa HA TPOBEICHHE MEPOTIPHATHI 1O CBOCBPEMEHHOMY BBIIBICHHUIO M PEarHpOBAHHUIO
Ha HHUMACHTH MHPOPMAIMOHHOM 0€3011aCHOCTH;

—COOTBETCTBME OOs3aTeNbHBIM TpeOOBaHMAM — JEATCIBHOCTh HAUpaBicHAa Ha
COOTBETCTBHE TpeOOBAHMSIM = 3aKOHOAATENLCTBA Poccmiickoii  Demepanuu, JIOKaIBHBIX
HOPMATUBHAIX aKTOB 110 0OECTICUECHIIO HHPOPMAIHOHHON 6E30MaCHOCTH.

8. ITpunrunsl GopMUPOBAHAS CUCTEMEI o0ecieueHns HHMOPMAIMOHHOMK 6e30acHOCTH

Iloctpoerne cucreMbl oOecumeuenuss wuHdopmarmoHrofi Ge3lomacHocTH ®  ee
GyHKIHOHUpOBaHKME  OCYIIECTBISETCS B  COOTBEICTBHHM ¢  OCHOBHBIMH npnﬂnnnaMn
opmupoBanns cucTems! obecnedeHns HHPOPMALHOHHON GE30MACHOCTH.

K ocHoBHBIM npuHIMDAM GOpPMHpPOBaHUS CUCTEMBl obecteucHUs WHGOPMAIMOHHON
0€30IIaCHOCTH OTHOCSTCA:

—3aKOHHOCTh — IIPEJIOJaracT pa3paboTKy CHCTeMBI obecnedeHus WHGOPMAIMOHHOMN
6€e3011aCHOCTH B COOTBETCTBHH C JICHCTBYIOIINM 3aKOHOJATEILCTBOM Poccuiickoit @enepanuu B
JaHHOH 06lacTH ¢ NPHMEHEHHEM BCEX JO3BOJICHHBIX METOJIOB OOHAPYXCHHA M IIPECEUCHHS
IpaBOHapyIIeHUH npu padoTe ¢ uHopManueii. Bee monp3oBaren HHGOPMANUOHHBIX CHCTEM
JOJDKHBEI HMETh NPEICTaBICHHE 00 OTBETCTBEHHOCTH 3a IIpaBOHApYImIEHHS B oOjacTé
obecriedeHus HHPOPMAHOHHOM 6e300aCHOCTH;

—CHCTEMHOCTb — MpPEIIOJaracT y4eT BCEX B3aWMOCBS3aHHBIX, B3aHMMOJACHCTBYIONIMX H
H3MEHSIOIUXCS BO BPEMEHM JJIEMEHTOB, YCJAOBHR U (pakTOpOB, HMEIOIIAX CYIIECTBEHHOES
3HaYeHHe M1 IOHMMaHusg W pelmeHds npobiaeMsl obecnedeHHs HMHOOPMANUOHHOH
OezomacHocTH. 1IpH cO3MaHNK CHCTEMBI 3aIUTHI JOJDKHBI YIHTHIBATECSA Bee ciadble U Hauboiee
yA3BHMBIE MeCTa HH(GOPMAHMOHHBIX CHCTEM, a TaKKe XapaKTep, BO3MOXKHEIE OOBEKTHI H
HanpaBlIeHUsd arTaKk Ha HHUX CO CTOPOHBI HapyluTeleW, IyTH NPOHHUKHOBEHHA B
HH(OPMAIIMOHHEIE CHCTEMBI X HECAHKIIMOHUPOBAHHOTO JOCTYIA K HH(OpMAIyy;

~[EHTpaIN3alys YNPaBJICHHS — MpeNnojiaracT, 9ro JeATeIbHOCTh M0 OOecHeueHHIo
HH(POPMALIMOHHOM Oe30IIaCHOCTH JO/DKHA OBITH BCTPOCHA B YIPaBICHYECKHE IIPOLIECCHI
aJIMUHUCTPALNH, IIOJYHAHATECS TOHIATHBIM PYKOBOIUTESM 3aKOHOMEPHOCTSIM M OLIEHUBATHCS C
103U 3Q(PEKTUBHOCTH, IS 3TOrO MPOLECCHI OﬁeCHe‘-ICHI/ISI HHGOPMAIMOHHON 6€30NaCHOCTH
JIOJDKHE] OBITH OPTraHW30BaHbl H YIIPABIISEMBL;

—TIIepcOHaNbHAasg  OTBETCTBEHHOCTh — MpPEAIoyiaracT BO3JIOKEHHE  IEPCOHATBHOM
OTBETCTBEHHOCTH Ha KaXAOr0 COTPYIHHKA B IpeAeiax €ro JODKHOCTHBIX IOJMHOMOYMH 34
HEecOOIoieHNe PerTIaMeHTHPYIOIUX JOKYMEHTOB B 00JacTH obOecriedeHrs HHGOPMaHOHHOM
06e30macHOCTH;

—MMHUMH3aIMs TIOIHOMOYME — mpeArmoyiaracT NpeAOoCTaBlIeHHE IIpaB  JoCTyna
COTPYAHUKaM K MH(OpPMAaIMOHHBIM pecypcaM B TOM ciiydae B oO0beme, HeoOXomuMoM My
KaueCTBEHHOTO BHINOIHEHNS CBOMX CIYXeOHBIX (TPYI0BBIX) 00513aHHOCTEH;

—CBOEBPEMEHHOCTH — IIPEJII0JIaraeT CBOEBPEMEHHOCTh BBISBIICHHUS TIPO0IEM, CBA3AHHEBIX C
obeceuenneM uHpOpPMaNMOHHOH GezomacHocTH, W OOHApyXeHHe Yrpo3 Oe30HacCHOCTH
uHGOpMaLKy, TOTCHIUANBFHO COCOOHBIX HaHECTH yIIepO;




—~KOMILIEKCHBIH IIOAXOM — IIPEeIIoNaracT BCECTOPOHHEE oOecnieueHne MH(DOPMAITMOHHOM
OGe3omacHOCTH W HIpEAyCMATpMBacT MCHONB30BAHHE  B3aMMOYBA3AHHBIX  LPOrPAMMHO-
TEXHHYCCKMX,  OPraHW3allMOHHBIX, IIPaBOBBIX Mep ofecmedeHus  HHPOPMAIMOHHON
6e301acHOCTH Ha €AWHOM KOHLENTYaNLHOM OCHOBE; _

—HEIPEPLIBHOCT — IPEANIONAracT HeNpPEepHIBHBIN, IEJNCHANPABICHHBIH IIpoIece Mo
BBIIBJICHHIO Yrpo3 HHGOPMAIMOHHON 0e30MacHOCTH M IIPHHSATHIO ANeKBAaTHBIX Mep 3allUThl
PYKOBOJCTBOM, IIOApa3AcIcHUEeM O€30IIacCHOCTH M COTPYTHIUKAMH aJMUHUCTPALIH;

—COBEPIICHCTBOBAHNE — IIPEATIONATraeT MOCTOSHHOE COBEPIICHCTBOBAHUE MEP M CPEACTB
331U TH MHGOPMaNKME Ha OCHOBE MOJICPHU3ALAN OPTaHU3AIIMOHHBIX M TEXHUYECKHX PEUICHHIA,
KaJpoBOro COCTaBa, aHanu3a (pyHKIHOHHUPOBAHWS HH(GOPMAIMOHHONW CHCTEMBI M CHCTEMBI €€
3aIMTEL ¢ Y9€TOM M3MEHEHMI B METOAAxX W CpeACTBax IepexBara nmbopmaunn 00s13aTebHBIX
TpeOoBaHuii 1Mo 3amuTe HHGOpMAaIIY;

—B3aUMOACHCTBHE M COTPYIHHYECTBO — IpeAnojaracT co3faHue OgaronpusaTHOH
atMocdepbl B KOJUISKTHBAX CTPYKTYPHBIX TOjpaszieieHuii. B Tako#f 0OCTaHOBKE COTPYAHHKH
JOJDKHBI OCO3HAaHHO CcOONIONaTh YCTAHOBICHHBIE @paBiia M OKa3bIBaTh COAEHCTBHE
JeATeIbHOCTH  OTBETCTBEHHBIX 3a ofecmeueHue wuH(popManuonHoii Oe3omacHoctH. Bcee
COTPYIHHMKM JO/DKHBI IOHMMATh CBOIO PONb B Iponecce obecredueHus HHGOPMAUMOHHOH
0€30I1aCHOCTH U IPUHUMATE YYaCTHE B 3TOM IIPOIIECCE;

—THOKOCTh CHCTEMBI 3alllUTHI — CHCTEMa obecrneuenus uHGOpMANOHHONH 6e30IacHOCTH
mommkHa OBITH cCHOcOOHA pearpoBaTh Ha UW3MEHCHUS BHEIIHEH Cpelbl M YCIOBHA
OCYUIECTBIICHHS aAJIMHHHCTPAMECi CBOMX IMOJHOMOYMI. B 4HCIO Takux W3MEHEHMH BXOIST
H3MEHEHHS OpPraHM3allMOHHOM M INTAaTHOM CTPYKTYpPhI; H3MEHCHHE CYIIECTBYIOIIMX WA
BHEPCHHE NPUHIMIINAIGHO HOBBIX HHPOPMAIIMOHHBIX CUCTEM, TEXHHIECKUX CPENICTB,;

—00OCHOBaHHOCTh M TEXHHYECKas DPEaM3yeMOCTh — HHGOPMAIMOHHBIE TEXHOJIOTHH,
TEXHHYECKHE M IPOTrpaMMHEBIE CPEICTBA, CPEICTBA U MEPHI 3aIIUTH HHOOPMAIMH TOJKHEI OBITH
peanu30BaHbl Ha COBPEMCHHOM YPOBHE PpasBHTHSA HAayKW M TEXHMKH, OOOCHOBaHBI C TOYKH
3peHMs JOCTIDKEHMSI 3aJaHHOTO YpOBHS O€30HacHOCTH HH(GOpPMaruu M SKOHOMHYECKOH
1enecooOpa3sHOCTH, a4 Takke JODKHBI COOTBETCTBOBATH YCTAHOBJICHHBIM HOPMaM M
TpeGOoBaHMUAM 110 HHPOPMAITMOHHON 0e30naCHOCTH;

—00s3aTeJIFHOCTE KOHTPOJSL — IpeAmojiaraeT o00sA3aTelbHOCT: M  CBOCBPEMEHHOCTD
BBIABJICHHS M HPECCUCHMS IONBITOK HAPYIICHHUsS YCTaHOBICHHBIX IIpaBUNI oOecledeHus
uHGOpPMAIMOHHOA  Oe3zonacHOCTH. DBhIgBIeHHBIE HEHOCTATKH  CHCTEMbI  obecneyeHus
HH(OPMAIMOHHOH 6€30IIaCHOCTH NOJDKHBI HEMEIUIEHHO JOBOAUTHCS JIO CBEIACHHS PYKOBOIUTENS
aJIMHUHUCTPAINH, a TAKXKe ONEPATHBHO YCTPAHATHC.

9. Moaenu yrpos
Mogenn yrpos SBISIOTCS ONPENENSIOMAMH TpPH pPa3BEPTHIBAHUY, MONICPXKAHUH U
COBEPIICHCTBOBAHUH CHCTEMEI o0ecrieuenus HHGOpMaNHOHHON 6€30aCHOCTH a{MUHUCTPALIUIN.
Hcrounuxu yrpos, ys3BEMOCTH W OOBEKTH HanageHHi, NPUTOAHBIE VI pealn3ailiuf
YA3BHMOCTH, THIIBI BO3MOXHBIX IIOTE€ph, MAaciITabbl MOTEHIMAIBLHOIO yiiepba onpenesstoTcs
JOKYMEHTOM «Mozeny yrpo3 u HapyIIHuTesD).

10. TpeboBarus mo obecrieueHII0 HHPOPMAIHOHHOH 6€30MaCHOCTH

Obecnedenne 6e3omacHoCTH HHpOpPMAIUH, cofepKamelics B HHGOPMANUOHHOH cucTeMe,
ABJIAETCA COCTABHOM 4acThIO paboT IO CO3JAHMIO M SKCIUIyaTalHy HHOOPMAIMOHHONK CHCTEMBI
U 00ecTievnBacTCa Ha BCEX CTauusx (dTamax) ee CO3JaHus, B XOJ€ SKCIUTyaTalludl ¥ BBIBOJA U3
SKCILTYaTallMy IyTeM NPHHATHSA OPraHU3AIMOHHBIX U TEXHWYECKHX Mep 3aIlUTHl HHGOPMAaluy,
HANpAaBJICHHEIX Ha OJIOKHpOBaHHE (HeHTpanu3amuio) yrpo3 O6e30macHOCTH HMH(pOpMaluH B
HHOOPMALMOHHON CHCTEME, B paMKax CHCTeMBI (TOJCHCTEMBI) 3alOMTHl HHGOPMAIMH
HHGOPMANMOHHOM CHCTEMBL.

B kayecTBe MeTO0B 3aIHTHl HHAOOPMALMHI ITPAMEHSIOTCS:

1. Pernamenraius nocryna B ciyxeGHbIe IOMENICHHAS afMAHICTPAIIAH.



Permamenranms mocTyma B - ciyxeOHbIE IIOMEIICHHS OCYIIECTBISETCS B IEIIX
ofecnieueHnsd (H3MYECKOH COXPAHHOCTH HocuTened uHQoOpMmamuu, oCOpYAOBaHAS U
HCKIIOYCHUS BO3MOXKHOCTH HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA B CIIY)K€OHbIC ITOMEIIEHNS, B TOM
YHCIIe B KOTOPBIX BeneTcs 006paboTka konduaeHmmansuoi nadgopmanum.

2. PasrpaHuyeHne J0CTYNa K TEXHUYSCKHM CPEJACTBAM H HH()OPMAIMOHHEIM pecypcam
aIMUHHACTpaLHH.

Pasrpanndenne JOCTyma K TEXHHYSCKHM CPEICTBAM M WHOOPMAUHOHHBIM pecypcam
HalpaBJeHO Ha IPEIOTBpAlleHNE MOJyueHHs HH(popMmanuu, o6pabaTbiBaeéMOii B 3IEKTPOHHOM
BHAC, B TOM 4icie B WH(OPMaNMOHHBIX CHCTEMaX, ¢ HapyIIEHHEM PerJIaMeHTHPYEMBIX
HOPMATHBHBIMH IPaBOBBIMH aKTaMH WM BIaie/lblIaMH HH(OPMAIMK IIPaBAJ, CIEACTBHEM
KOTOPBIX MOMKET OBITh HapyNIeHHe KOH(HICHIHAIBHOCTH, HETOCTHOCTH B (WIH) JOCTYIHOCTH
uadopmanmm.

Jng. pabotel ¢ HHQOPMAIMOHHBIMH PECYpCaMH  COTPYOHUKY  HPEIOCTABIAETCS
aBTOMATU3UPOBaHHOe pabouee wmecto (mamee — APM). Ilporpammmuoe obecneuenue
YCTAHABIUBACTCA M OOHOBISIETCS CHCTEMHBIM aMHHHCTPATOPOM CO CICIUANBHBIX PECYypPCOB
WM ChEMHBIX HOCHTENIEH B COOTBETCTBUY C JTHICH3MOHHBIM cornainenueM. llpu nepenade APM
APYroMy COTPYAHUKY IPOU3BOJMTCS yaaneHue mpoduid noms3oarens APM.

Jlns obecneuenus OesomacHOCTH HHGpOpPMaIM, cojpeprkaiieiics B HHGOpPMAIMOHHOMN
CHCTEME, IIPOBOIATCS CIEAYIOIINE MEPOTIPUSTHSL: .

—popMupoBanue  TpeboBaHHE K  3ammuTe HWHGOpPMALMH,  COAEPXKAINEHCS B
uHQOPMAIHOHHOMN CHCTEME; -

—pa3paboTKa CHCTEMBI 3aMUTHI HHPOPMAIHY HHPOPMAIMOHHOM CHCTEMBI;

—BHEJIPEHHE CHCTEMBI 3alIMTHI HHPOpMauy HHPOPMAILOHHON CHCTEMBI;

—aTTecTanys HHGOPMANMOHHON CHCTEMEI IO TPeOOBAHUAM 3aMUTH HHYOPMAIUK ¥ BBOJ
€e B JieiicTRHE;

—olecneyeHne 3amuTHl  HHGOPMAlMH B XOA€ OKCIUIyaTalldd  aTTeCTOBAHHOM
uHGOPMAIIOHHON CHCTEMBL, '

—o0ecledeHne 3aImuThl MHQOpMANUK IPH BBIBOJE H3 OSKCIUIyaTallMH aTTECTOBAHHOM
HHQOPMAIMOHHOM CHCTEMBI WM TOCHE NPHHATHAA peImeHus o0 OKOHUaHWH Oo0paboTKH
uadOpMAaITHH.

K pabore ¢ nndopManvorHEIME pecypcaMu JOIMyCKaIOTCs COTPYAHUKH, 03HAKOMIICHHEIE C
Hactosed [lommrukoit.  Jlng ocymecTBiieHHs nocTyma K HHOOPMaNMOHHBEIM pecypcam
COTPYAHMKY CO3[AeTcAd ydeTHas 3aliCh - MPHUCBAWBACTCS YHUKAIbHBEIH HICHTH(HKATOp (MM,
JIOTHH) | NApojb AocTyna. [pu yRoNIbHEHNH yaeTHAS 3aIHCh CIIYXKAIero OIIOKHpyeTcs.

3. IlpumeneHne aHTHBHPYCHOM 3alUTHL.

AnTHBHpYCHAs 3alIUTa IMPUMCEHSETCS C IENBIO 3aMWThl WHOOPMAIWOHHBIX PECYpCOB H
nporpaMMHoro odecneudenus (namee — I10) oT HeCaHKIMOHHPOBAHHBIX JeHcTBHMl (YTpaTsl,
MoauduKanyuy, H3MEHEHHs) IIyTeM BHEIpEHHs B HHPOPMAIMOHHYIO Cpely BHpPYCOB,
BPENOHOCHBIX IIPOTpaMM (Jjanee - BEPYC) MOCPEACTBOM HCHOJIb30BAHMSA CHEITHATH3UPOBAHHOIO
IO (nanee - anTuBupycuoe I10).

AntusupycHoe IIO nomxHO OBITH pa3BEpPHYTO HA BCEX TEXHUYECKUX CPENCTBAX,
MOJBEPKEHHBIX BO31eHCTBUIO BHPYCOB (APM, cepBepax). AHTUBHPYCHBIE MEXAHH3MBI JOIKHBI
OBITE  aKTyanbHBIMH, IIOCTOSHHO  BKIIOYCHHBIMH.  JIOJDKHBI ~ BECTHCH  JKypHAJbI
IIPOTOKONUPOBaHHs coOpITHi. OTKOoUeHue anTHRHpYcHOro 11O uim oTKa3 0T aBTOMaTHYECKOro
O0OHOBIICHHS AHTHBUPYCHBIX 0a3 HE JOIMyCKaeTCs.

4. IlpumeneHre KpuUnTorpadpuIecKoit 3aiuTel HHGOPMAITHH.

Kpunrrorpadguueckas 3amura wabopMmarmu (imdpopanue) mpEMeHAeTCS AN 3allUTHI
uHGOpMAlMK NpH Hepefade [0 KaHauaM CBs3W W (Wim) i 3aImuTsl wHpopMamuu ot
HECAHKIIMOHMPOBAHHOIO JOCTylla IpH ee 00paboTKe U XpaHEHHH, CO3JAaHHA JIEKTPOHHOH
HONKCH, TTPOBEPKH SJIEKTPOHHON IIOIICH, CO3MaHMs KIIoua 3IEKTPOHHON IOAIACH M KIF0Ya
IIPOBEPKH SJIEKTPOHHOH ITOIIIHCH.

5. PernamenTarys uConp30BaHuUs SIEKTPOHHOM MOYTHL.



CucteMa 3IE€KTPOHHOM MOYTH HCHONB3YeTCS B MHPOPMALMOHHBIX IENAX, B TOM YHCIIE
OIIOBEIIEHHS, OpraHu3anyu paboThl, obeclieyeHus BHYTPEHHHX M BHENIHUX KOMMYHHKAIHIA.
PernamenTanust HCHONB30BaHHS BIIEKTPOHHON IOYTHI OCYINECTBISIETCS C IEIBIO CHUDKCHHS
pHUCKa YMBIIUICHHOW WM HEYMBINUICHHOW HECAHKIMOHMPOBAHHOM pacchUIKM HH(OpMAaINH,
3apakeHHs! HHPOPMAIHOHHEIX PECYPCOB BUPYCAMH.

YTpo3sl, CBSI3aHHBIE C DJICKTPOHHOM ITOYTOM:

~BO3MOXHOCTb CO3/IaHMs HCeM ¢ (abIMIBHIME aIpEeCaMu;

—BO3MOXHOCTb HapyIIeHUs! KOHQUACHINAIEHOCTH SIGKTPOHHBIX ITHCEM;

—BO3MOXHOCTE H3MEHEHH B IIPOLIECCE NTepeaady COACPIKUMOI0 IEKTPOHHBIX IHCEM;

—OCYIIECTBIEHHE CETEBBIX AaTaK IIOCPEJCTBOM OTIPAaBKH YIAKOBAHHOIO B apxuB
COOOIIEHNAS, PACIHaKOBKA KOTOPOTO NPHBOAMUT K BBHIBOAY CHCTEMBI ¥3 CTPOS, 3apayKEHHIO
BUpyCAMH; ' '

' —[OJIyYEHHE CIIaMa.

Ornpaska, noxydeHHe OQUIHANLHEIX 3alPOCOB U OTBETOB B IIEJIAX HUCIIOIHEHHUS CBOMX
(yHKIMI OCYIMECTBIAETCS C HCOIB30BAHMEM OQUNHUATBHEIX /IPECOB ANEKTPOHHON HOYTHL.

OdunuanpHeli afpec 5IeKTPOHHOM IIOYTHI pasMelnaercs Ha OoQHUIuamsHOM —caiite
aMUHUCTpallud B HHGMOPMAIMOHHO-TEICKOMMYHHKAIIMOHHOW ceTd MHTepHeT, Ha OlaHKax
CTPYKTYPHBIX IIOJpa3IeCHU aIMAHUCTPAIIHH. ;

PykoBoguTens  CIPYKTYpHOrO  MOJpasfelieHHs  aAMHHHCTPAllMd  ONpPEIeNseT
CIeUUATACTOB, OTBETCTBEHHEIX 3a paboTy ¢ OpUIMANbHOMN 3IeKTPOHHON ITOYTOH.

IIpu pabote ¢ 31eKTPOHHOM MOUTOMN COTPYAHUK 0OA3AHBL:

—IIEpell OTIPAaBKOH TINATENFHO MPOBEPATH COOOMICHUS HA OTCYTCTBHE WHGOPMAITHH
OrPaHWYCHHOT'O TOCTYIIA,

—IEPUOJUYECKH YJAIATh M3 DIEKTPOHHOTO IOYTOBOTO SIIUKA HEHYXXHBIC COOOLICHHUS U
HepeMemaTh HeoOX0MUMBIe COOOIIEHNS B apXUBHEIC IIOYTOBBIE TAITKH;

—IIPOBEPATH COOOMIEHH SIEKTPOHHON MOYTHI HA HATMYNE BUPYCOB;

—HCI0Ib30BaTh mudposanue, obe3nnunBaHie KOHGUASHIHANEHON HHPOpMaMU IpH ec
OTIpaBKE.

ITpu pabote ¢ 31eKTPOHHO} IOYTOH COTPYIHUKY 3aIIPEICHO:

—OTIIPaBIIATh KOHQHICHIMANBHYIO HH(popMarmio 6e3 mnpeaBapUTenbHOro mH(poBaHUSL
kpunrorpadpugecknm I10, paspemeHHbIM K HCIONB30BAHKIO B 3 IMUHHUCTPAIHH;

—OTHPABIATh, IIEPCOHANBHBIE JaHHBIE O€3 IpeNBapUTEIBHOTO O00E3IMIHBAHMA WIH
MU (POBAHMS; ‘

—OTIPaBIATh COOOIIEHMS C HHOTO JJIEKTPOHHOTO IIOYTOBOIO SINWKA WMIM OT HMEHH
JpYroro coTpyaHHKa 0€3 NpeIoCTaBICHHUS [T0JTHOMOYHIT; ’

~HCIIONB30BaTh 3IEKTPOHHYIO MOYTY JUISA CO3AaHMs, OTIPABKH, NEPECHUIKH MK XPaHEeHH]
MOOBIX TOJAPHIBHBEIX, OCKOPOHTENbHBIX, HEITHYHBIX, HE3aKOHHBIX MAaTEpUajioB, BKIFOYas
OCKOpOMTENbHBIE KOMMEHTapHH IO [OBOAY pachl, IOJia, [BETa, WHBAINIHOCTH, BO3pacTa,
CeKCyalbHOH OpHeHTaIMH, TOpHOrpaduu, Teppopru3Ma, PEITUTHO3HEIX YOXK/ICHHI 1 BepoBaHuiA,
MOJIATAYECKAX yOexXIeHUl, HaIMOHAIBHOTO IIPOMCXOXKACHUS, THIEPCCBUIOK MM OPYTHX
CCBHIIOK Ha BeO-CaliThl, Co/iepiKaIue YKa3aHHbIe MaTeprasbl, MACCOBEIC PACCHUIKY CTIaMa;

—paccelIaTh KOMIBIOTEpHEIE KOJbl, (atimel mim 110, npensasHayeHHBIE I HApyIICHU,
YHHYTOXKECHHS JMOO0 OrpaHMYECHUS (YHKIMOHATBHOCTH JIO00I0 KOMIIBIOTEPHOIO — HIIM
TEICKOMMYHHMKAIIMOHHOTO  00OpYyAOBaHWs, BUPYCH WM Jpyroe 3noHamepensoe IO,
IporpaMMbl UL OCYIIECTBICHHUS HECAaHKIMOHMPOBAHHOIO HOCTYyIa, CEpUilHbIE HOMeEpa K
OPOTPaMMHBIM INPOAYKTAM M IPOrpaMMBbI JUIS WX TICHEpalyH, JIOTHHBI, IIapONH M IpoYHe
CpencTBa JJIA IOJIy4YeHHs HECaHKINMOHMPOBAHHOTO JOCTYIAa K IUIATHBIM pecypcaM B CETH
HnTepHeT, CCHUIKH HAa YKa3aHHYIO HH(POpMAITHIO; '

—TIepeXBaTLIBATH, M3MEHATh, YIAliTh, COXPAHATh WM NMyOJMKOBATH COOOMICHHMS WHBIX
COTPYIQHHMKOB, KPOME€ CIyYaeB, CaHKIHOHHPOBAHHBIX PYKOBOJUTESIMH, HIX B ILEIIX
aJIMUHHCTPUPOBAHUS CHCTEM;



—HCHonb30BaThk Beb-cepBuckl Google, Gmail, Hotmail, Yahoo, fInmexc umu mogoGHEIE
TIOYTOBBIE CUCTEMBI TPETHUX CTOPOH («BeOMai») i OTIPaBKY ¥ (MIH) HOIy4YeHUs CIIyKeOHOM
KOPPECIIOH/ICHIINY

—3arpyXarh W 3alycKaTh HCIONHAEMBE MO0 HEBlE Qalinel 0e3 NpenRapUTeNbHOM
IIPOBCPKH Ha HAJIM4¥e BUPYCOB YCTAHOBJIICHHBIM aHTHBHpPYCHBM [10, mepexoauTh Mo aKTHBHBIM
CCBIIKaM, IMOJXYYEHHBIM OT OTIIPaBUTENEH, €ClT UMEIOTCS COMHEHHS B HAJIEXKHOCTH OTIIPABHTENS
U (WIK) NOIYIECHHOTO COOOIIEHH .

ConmepxxaMoe 3JIEKTPOHHOTO TIOYTOBOTO SIUKA COTPYAHHKA MOKET OBITH IPOBEPEHO
CHCTCMHBIM aJIMAHMCTPATOPOM (HMHXKEHEPOM II0 3amuTe HHpopMaImn) 0e3 IpeaBapUTebHOrO
YBCOMIICHHS. COTPYAHMKA B CJydae NOJO3PEHHS HA OCYIIECTBIEHME PACCHUIKH IIHCEM,
comepxarmux BpenonocHoe 110, cnam, uudopMaImio, pacrpocTpaHeHne KOTOPOM 3alperieHo
IpaBOBLIMK aKTaMu. VIHGOpManus o BHISBICHHBIX HAPYNICHUSX HAMpPAaBJIAETCS COTPYIHUKY H
€ro pyKOBOJHTEIIIO. |

6. PernamenTarms paboThl B ceTr MIHTEpHET.

Cers VHTEpHET MCIIONB3yeTCA COTPYJHHAKAMH JUISA IONYYCHAS MH(POPMAIMH B paMKax
UCIIONHEHUS TODKHOCTHBIX 003aHHOCTEN. ,

PernamenTanus paGoTsl B ceTd MHTepHET OCYNIECTBISETCS C HEIBI0 CHHIKEHHS PUCKA
3apaxeHus HHPOPMANMOHHEIX PECYPCOB BUPYCAMH.

Hoctynm x cerm MHTepHET mpeaocraBisercs cOTpymHuKy ¢ APM, sakpemieHHOro 3a
COTPYJHMKOM JJIs HCIIONHEHUS JODKHOCTHBIX OOS3aHHOCTEH, ¢ HMCIOJH30BAaHHEM YUYCTHOM
3aIIICH CITY)KaIlero.

Yrpo3sl, cBs3aHHbIE ¢ paboToit B cetn UHTEpHET:

—JIErKOCTh NEepexBaTa JaHHBIX U (anbcudukarmu [P-agpecos B cetu UnTepreT;

—3apakeHHe BUPYCaMH.

CoTpynHuKaM 3anpenaeTcs:

~OCYHIECTBIATE ACHCTBHUS, 3allpelicHHbIe 3aKOH0AaTeNbCTBOM Pocculickolt denepanuy;

—OTHpaBNATh KOHQUAeHIMaNbHYI0 uH(GopManuio 0e3 mpeaBapHTeILHOTO mmppOBanI
kpunrorpapuyeckuM 110, pa3pelreHHBIM K UCIIONB30BAHMIO B a[MUHUCTPALHH;

—~paclpoCTPaHiTh  HUHOOPMAIHIO, COMEPIKALLYI0O  HOAPHIBHBIE, OCKOpPOHTEIbHBIE,
HE3THYHBIE, HE3aKOHHBIE MAaTEePHANBI, BKIIOYAs OCKOPOMTENbHbIE KOMMEHTAPHH IIO0 IOBOILY
pacel, 1oja, 1BeTa, HMHBAIMIHOCTH, BO3PacTa, CEKCyaJbHOH OpHEHTalMH, IOpHOTpadpuw,
TEPpOpHU3Ma, - PENUTHO3HBIX YOEXKICHHMH W  BepoBaHUIl, IONUTHYECKHX YOeXKICHHH,
HALMOHAIBHOIO IPOUCXOXICHWS, THIEPCCBUIKM WM JApYrHe CCBUIKM Ha Beb-calfThl,
cofepKaie yKa3aHHbIE MAaTepPHAaIbl, MACCOBBIC PACCHUIKH CIIama;

—CaMoCTOATEeNsHO ycraHaBmuBarh Ha APM nononmwmrenphoe [10, monydensHoe B ceT
Unreprer;

—3arpy>aTh H 3alycKaTh HCIOJNHAEMBIE MO0 wWHBE (aiiner Oe3 npenBapHTenLHon
IIPOBEPKH HA HAJIMYKE BUPYCOB YCTAHOBICHHBIM aHTHBHPYCHBIM [10;

—OTKpBIBAaTh CTPAHUIIB! CAMTOB, €CIM MMEIOTCA COMHEHHS B HaJEeXHOCTH caiiTa U (W)
HMEIOTCS YBEIOMIICHHS O BO3MOXKHOM 3apa)keHHH BHPYCaMH;

—IepenaBaTh HHQOpManuio, oOpadaTbiBaeMyl0 B aAMUHHCTpAllMM, ITOCPENCTBOM
MHOCTPaHHBIX MHTEPHET-CEPBUCOB, B TOM WHCIE CHCTEM 00OMEHa MIHOBEHHBIMHE COOOINECHUSIMH,
ronocosoii 1 suneomntdopmanueit (ICQ, QIP, Jabber, Viber, WhatsApp, Skype u npyrue),
conuansHbIX cereil (Twitter, Facebook, LiveJournal u mpyrue), o6nagnsix cepsucos (iCloud,
Google Drive, Dropbox u apyrue).

CoTpyaHuka 00s3aHBI IpH OOHAPYKEHUH IIONBITOK HECAHKIHOHHPOBAHHOIO JOCTYNA H
(wiH) IpH MOJO3PEHUHM HA HAJIMYHE BUPYCa HEMEAJICHHO TIPEKPaTUTh paboTy B ceTr MIHTEpHET 1
COOOIIMTE CHCTEMHOMY aJIMHHUCTPATOPY (MHKEHEPY 110 3aIluTe HHPOpMaLUH).

Bea  wumabOpManus 00 wHGOpPMAMHOHHBIX pecypcax, IIOCEIIAEMBIX  CIyKall¥M,
aBTOMATH4YeCKM HPOTOKONMpPYeTICs W NpH HEOOXOOMMOCTH MPEACTABIAETCA CHCTEMHBIM
'aI[MI/IHI/ICTpaTOpOM (urxeHepoM TO 3ammre MHGOPMANWH) HAYANHHUKY OTACHA YHIPABICHUS
JieTIaMHy.



Hoctyn k cerm HMHTepHeT MOXeT GBITH GIOKMPOBAH CHCTEMHBIM aIMHHHCTPATOPOM
(MEDKEHEPOM TO 3amuTe WHpopManyn) Ge3 MPEaBAPUTENHHOIO YBEIOMIICHH COprz[HHKa pu
BO3HUKHOBCHHH YIPO3BI 0€30MACHOCTH WH(POPMAIIHH.

7. PernaMeHTaIMs cO3aHus U SKCILTyaTalui HHOPMAHOHHEIX CHCTEM.

Jis ipoBeenust paboT no obecneyeHuio Ge30nacHocTH HAGOPMAIEH B X0JI€ CO3JAaHMS
SKCIUTyaTamu HHOOPMAIMOHHOM cHCTeMBI oOnazareneM uHH(opMamuu (3aKa3yuKoM) B
COOTBETCTBHH € 3aKOHOHAaTelhcTBOM —Poccuifckoit (Menepamup NpH  HeOGXOMHMOCTH
NPUBNEKAIOTCS, OPraHU3AIMY, UMCIOIME JIUIIEH3HIO Ha JeATEIHHOCTS 110 TEXHUIECKOM 3alluTe
KOHGUAESHIMATLHOM HHHOPMAIIH.

Cpox Hagyana OSKCIUTyaTaldl CHCTEMEI HE MOXET OBITh paHee CPOKa OKOHYAHUS
IIOCIIEHETO MEPONPUATHS, NPEAyCMOTPEHHOTO NPABOBHLIM aKTOM O BBOJE CHCIEMBI B
9KCILIYaTalHIo. |

Ions30Bareny OCYILECTBIAIOT 3KCIULYaTallMi0 CHCTEMBI B COOTBETCTBHH ¢ pabouei
JOKYMEHTAITACH.

11. OtBeTcTBEHHEBIE 32 O0ecTeueHre HHPOPMAITHOHHOM OE30IACHOCTH

Jis HenmocpenCcTBEHHOH opranw3amii ¥ 3(QPEeXTUBHOTO (HYHKIMOHMPOBAHUS CHCTEMEL
obecrieyennss MHGOPMANMOHHOM 0€30MacHOCTH B aJIMHHHCTDALMH [JIABOM aJMUHUCTpPAIAH
roposia POKHHO Ha3HAYAETCS COTPYIHEK, OTBETCTBEHHBIH 3a obecnedyeHue MH(GOPMAIHMOHHOM
0€30IaCcHOCTH. ,

Ha sroro corpyaHuka Bo3naraercs pelieHue CaeayomiX OCHOBHBIX 3a1a9:

—aHaJIu3 TEKYLIEr0 COCTOSIHUS obecncyeHust HHGOPMAIHOHHOH 6€30IIacHOCTH;

—OpPTaHU3aMA MEPONPHUATHHA ¥ KOOpIAMHAIMS PabOT NO o0ecHeYeHNIO NHHPOPMAOHHONR
6e30I1acHOCTH;

—KOHTpOJIb H OlieHKa 3()(EKTUBHOCTH MPHUHATHIX MEP M MPUMEHSIEMBIX CPEJICTB 3aIllUTEHI
HHpoOpMAaIuy.

—OcHoBHBIE (YHKIME COTpyAHUKa ofOecmedeHHs HHPOPMAHOHHOW O6e30IacHOCTH
3aKJFOYAIOTCA B CIIEAYIOIIEM:

—¢hopmupoBanue TpeGoBanuii K cucTeMe obecneuenus MHGOPMANMOHHOMN 0e30NACHOCTH B
IpoNECCe CO3AaHMs U NATbHEHINero pa3BUTHS CYIECTBYIOMUX KOMIIOHEHTOB HH(MOPMalHOHHOM
CHCTEMBEI;

—y4acTHE B IPOEKTUPOBAHNH CHCTEMEI obecnieucHus naopMannonHol 6e30acHOCTH, ee
HCIILITAHMSX ¥ BBOJE B SKCILTyaTaIHIO;

—obecriedeHne (YHKIIMOHHPOBAHUS CHCTEMBI 3alUTHl MHGOpMAaluM H €€ 3IEMEHTOB,
BKITIOYasl YIIPABICHUE KPUITOTPaPUISCKIMHA CHCTEMAMY;

—o0yueHHe ImoJib3oBaTeNeil u 06CJIy')KI/IBaIOI.IleI‘O mepcoHanga mpasmiaM 06paboTKu
uHpOpMaNHH;

—OKa3aHWe METOINMYESCKOW NOMOINM COTPYAHMKaM B  BOIpOcax obecmeyeHwMs
HHPOPMAMOHHON 6e30IaCHOCTH; : ‘

—KOHTpPOJb 3a COONIOfEHHEM TOJb30BATE/SIME H  OOCIYKHBAIOINMM  IIEPCOHAIOM
YCTAaHOBJIEHHBIX IPaBui o0paInenus ¢ KoH(uAeHInaTsHON napopManuei;

—OpraHu3anys IO YKA3aHHIO PYKOBOACTBA CIy)XeGHOTO pacciefoBaHHS IO (axTam
HapyIIeHHs IpaBUl oOpareHus ¢ KoH(puaeHmansnoi uadopmanueii 1 o60pysoBaHEEM;

—IPUHSATAC Mep TPH TONBITKAX HECAHKIMOHUPOBAHHOTO AOCTYNA K HH(OPMAIMOHHBEIM
pecypcaM ¥ KOMIIOHEHTAM CHCTEMBI HIIM IPH HapyIICHHSIX IpaBUl (yHKIHMOHHPOBAHHS
CHCTEMBI 3aIIATEL;

—yJactHe B paboTe IO BBBIBJICHMIO M YCTPAHEHMIO. KOMIBIOTEPHBIX HHIHUIEHTOB
AH(POPMaMOHHOM OE30ITaCHOCTH.

12. Ocuorrble OpraHusaNVIOHHEIE, TEXHIIECKUE 1 IPABOBBIC MEphI ofecrniedenns 6€30naCHOCTH
HHpOpManuu

Jng opramuzanuy ¥ BHEAPEHHS CHCTEMBI 3armuThl wHpopManuy B HHGOPMaLHOHHOH

rHQpacTPyKType aqMUHUCTPAINH BAKHOE 3HAUCHHE MMEET aHaIn3 TEXHUYECKHX, CTPYKTYPHBIX,



OKCIULyaTaMOHHBIX M HMHBIX OCOOCHHOCTSH MH(POPMAIIMOHHBIX CHCTEM, HCHOIB3YEeMBIX
TEXHOJIOTHH ¥ apXUTEKTYPHBIX PEIICHMIA,

1. IIpaBoBbIe (3aKOHOZATENBHEIE) MEPHl OOecTieueHUs Ge30MacHOCTH MHOOPMAHOHHEIX
CHCTEM.

K mpaBoBbM (3aKOHOJATENBHEIM) MepaM obeciiedeHus 6e30mMacHOCTH HHPOPMAHMOHHBIX
CHCTeM  OTHOcATCca  neiictByromume B - Poccumiickoit  ®enmepalluyt  MpaBOBHIE — AKTHI,
perIaMeHTHpYIOIHe IpaBwia oOpaliends ¢ HHEGOpMAlHeH, 3aKpemsiomue IIpaBa U
00S3aHHOCTH yYaCTHHKOB MH(OPMAIMOHHBIX OTHOLICHH# B Iponecce ee oOpaboTKH H
HCTIONB30BAHHS, & TAKKE YCTAHABIHBAIOIIAE OTBETCTBEHHOCTS 34 HapyleHus IPUHATHIX B HUX
IpaBHJL.

Crenyer y9uTHIBaTh, YTO NMIIA, BUHOBHEIE B HAPYIIEHHH OOA3aTEIbHEIX TpCﬁOBaHI/II/I mo
obecrieyeHHIO MHGMOPMAIMOHHOM Ge30MAaCHOCTH HECYT IUCHHILIHHAPHYIO, TIpaXIaHCKO-
IPaBOBYIO, AJMWHHCTPAaTUBHYIO MIHM YIOJNOBHYIO OTBEICTBEHHOCTH B COOTBETCTBHMH C
3aKoHOxaTenbcTBOM Poccutiickoit denepanmu. '

IlpaBoBBlE MepBl 3alUTHl HOCAT B OCHOBHOM YIPEKTAIONIMM, MPOPHIAKTHUECKHI
XapakTep H TpeOYyIOT IIOCTOSHHON pa3bACHUTENBHOH pabOTBI C IIONB30BATEISMH U
00CITyKABAIOIIHM NIEPCOHANOM UHPOPMAIHOHHON CHCTEMBL.

2. Opranm3anuoHHBIE MepH! o6ecedenns 6€30macHOCTH HHPOPMAIHOHHBIX CHCTEM.

K opraamsanuoHHEIM MepaMm ofecmedeHds 0Ge30MacHOCTH HHGOPMAIMOHHBIX CHCTEM —
OTHOCATCS  MepPHl  OPraHW3ANUOHHOTO  XapakTepa,  pPErjaMCHTHPYIOMKE  IPOTecCh
GyHKIHOHUPOBaHNS HHOOPMAIMOHHEIX CHCTEM, HMCIOJNB30BAHME HX PECYPCOB, JAEATENHHOCTD
00CITy)KHBAIOIETO TEePCOHANa, a TaKKe HOPANOK OOpallleHHs MOoJb3oBarelieit MHpOpMaIHu C
HHGOPMANMOHHEIMH CHCTEMAMH TaKUM 00pa3oM, 4ToOBl B HAUOOIBIUEH CTECHEHU 3aTPYNHUTEH
JAu00 MCKIIOYHTH BO3MOXKHOCTD PEATH3ALUM Yrpo3 HHPOPMAIMOHHOM Ge30IaCHOCTH, CHU3HTH
paszMep IOTeph B CIIyYac peaytH3aliii yIrpos.

B memdx MUHHMH3AIMM DHCKa HENPAaBOMEPHOrO 3aBiafcHus WHQOpMAnMM HITH
COBEPIICHU JEHCTBHI OT HMEHUS APYroro mojh30BaTels B aMHUHACTPAITHY IPUHATA OTUTHKA
YHCTOrO CTOJIA M YHCTOro 3KpaHa. OTBETCTBEHHBIMH 34 HCIIOJIHEHHEM 3TOH IOJIUTUKH SBIISIOTCS
BCE COTPYIHUKH aJMUHHCTPAIlUH, & KOHTPOJb BBIIOJHEHUEM JOJDKHBI OCYIIECTBIIATH
PYKOBOIHUTENS OAPa3ICIICHUS.

IIpu paborte ¢ nokymeHTamm, pacmedyaTaHHLIMH Ha OyMaXHOM HOCHTENE HeoOX0JuMO
IPUACPXKUBATHCS CIEAYIOIINX ITPABUIL:

—JiepXKaTh B CTOJIE TOJNBKO T€ JOKYMEHTBI, KOTOphle HE0oOXOAuMBI JUid paboTHl B
HACTOSIINI MOMEHT;

—HE OCTaBIIATH JOKYMEHTH Ha CTOJIC, €CIIH COTPYAHHK BBIXOMT M3-3a PabO9ero Mecra.
JloKkyMeHTHI He00X0 MO YOUpPaTh B SIIMK CTOJIA MM B COOTBETCTBYIOINHE IIAIIKHY;

—1pu paboTe ¢ JOKYMEHTaMH, COepXKaIlluMH HHGOPMAIMIO OTPAHMYSHHOTO OCTYIa
HEeo0XomuMo yOupaTh UX B ceil(), eclu COTPYAHUK OTXOMHUT OT pabouero MecTa.

—IIpn pabote ¢ HOKyMEHTAMH B JIEKTPOHHOM BHJAE HEOOXOIUMO NPHUACPKUBATBHCS
CIEIYIOUINX MPABUII:

—Bcerna 6moxupoarsb (Win+L) pabounii cron npn BBIXOZIE H3-32 pa6oqero MecTa JaKE Ha
HETIPOIOJDKUTENEHOE BPEeMST; .

—yCTaHABIMBATh MOHUTOP TaKuM 00pa3oM, uroObl ero u300pakeHne He OBIIO BHIHO OT
BXOHOH ABEPH;

—yCTaHOBHUTH aBTOMATHYECKYIO OJOKHPOBKY dKpaHa depe3 10 MunyT OpocTos (yCTaHOBHB
XpaHuTens KpaHa (Screen Saver) M IOCTaBHTh TalOuKy «3ampalidBarh [apojib» WM
«HauuHaTE ¢ 5KpaHa BXOJA B CHCTEMY»);

—MUHUMHU3UPOBATh 3allojIHeHNe pabouero cTona fpibIKaMH INporpaMM M IIalloK, He
pasMeInars JOKYMEHTH Ha paboueM CTojie;

—HCIIONB30BaTh (PoHEl paboyero cTOINa, CoMepKanme obume TpeGoBaHUA (peKOMeH/:[auI/II/I)
110 HH(OPMALHOHHO 0e30MacHOCTH.

3. Texuuueckue Mephl ofecrieuenus  Oe30NacHOCTH  MH(OPMANMOHHEIX  CHCTEM.
Texunueckue Mepbl obecmeueHus O€30MACHOCTH HH(POPMAIMOHHBIX CHCTEM JOJDKHBI OBITH



OCHOBAHBI Ha HCIIOJIG30BAHMM EIUHBIX NPOrPaMMHBIX M TEXHHYECKHX CPEACTB, BXOJSIIUX B
coctaB HHOOPMAIMOHHBIX CHUCTEM M BBHIIONHIIONIAX CAMOCTOSTEIBHO WM B KOMIUIEKCE ¢
JIPYTYIMH CpeICcTBaMu (OyHKIINH 3aIlIATEL

Texnnueckue mepsl obecrieueHus 6e30MaCHOCTH HHGOPMATHOHHBIX CHCTEM PEAIA3YIOTCH,
B TOM YHCJIE IIOCPEACTBOM IPHMEHEHHs CPEJICTB 3aIUTHI MH(POPMAIMH, IPOHICIIINX OLECHKY
cooTBeTCcTBHSL B (hopMe 00s3aTeNnbHOM CcepT(UKAIMA HA COOTBETCTBHE TPEOOBAHHUAM IO
OesomacHocTy uMEQopManmu. JlaHHEI nepeucHb. pasMemieH Ha OQHIUANEHOM  caiire
QenepanbHOi CIyKOBI MO TEXHUYECKOMY ¥ 5KCIOPTHOMY KOHTpoItio Poccuu (www.fstec.ru).

Ilpumenenre OpraHd3allMOHHBIX W TEXHHYECKHMX MEp 3aI0ATHl  HHPOPMAIHH,
peamusyeMbIX B HH(QOPMAIMOHHBIX CHCTEMaX B paMKaX HMX CHCTeM 3aIUTHl HH(OpMaImuy, B
3aBHCHMOCTH OT yrpo3 Oec3omacHOCTH WHGOPMAIH, WCIONB3YeMbIX WHOOPMAIMOHHBIX
TEXHOJIOTHH H CTPYKTYPHO-(DYHKI[MOHAIBHBIX XapaKTEPHCTHK WHOOPMAIMOHHBIX CHCTEM
JOJDKHBI 00€CTICIHBaTD:

~HIACHTAGUKAIIIO U 2y TEHTUPHUKAIMIO CYOBEKTOB OCTYNA B OOBEKTOB HOCTYIIA,

—yupaslieHKe JOCTYIOM CyOBEKTOB JIOCTYIAa K O0BEKTaM AOCTYIIa;

—OrpaHUYEHHE IIPOTPAMMHOM CPEIEL;

—3aIATy MAaIlIMHHBIX HOCUTEeH nHhopManuu;

—PErucTpanyio coOObITHI 0€30MaCHOCTH;

—aHTUBUPYCHYIO 3aIllUTY;

—00HAPYKESHUE BTOPIKECHMIMA, - ,

—KOHTPOJIb (aHAIH3) 3aIUIEHHOCTH HHPOPMAIIIH; *

—00ecIeYeHHE IIeT0CTHOCTH HH(OPMAIIHOHHON CHCTEMBI B HHGOPMAIIHY;

—o0ecIedeHne JOCTYIIHOCTH HHGOPMAITHH; ‘

—3aUIUTy CPENBI BUPTYaIN3alHH,;

—3aIMUTY TEXHUYECKUX CPELICTR;

—3aIUTy HHPOPMANMOHHON CHCTEMBI, €€ CPEACTB, CHCTEM CBSI3H U NEpeladd JaHHBIX, B
TOM YHCJIE, HOCPEACTBOM IIPHUMEHEHH aKTHBHBIX M IACCHBHBIX CPEICTB 3alUTHI HHPOPMAIUH,
oOpabaTeiBacMOl TEXHUYECKHMHE CpeACTBaMd MHGOPMAIMOHHEIX CHCTEM H IHPKYJIHMPYIOMEH B
INOMEILIECHUAX O0BEKTa OT YTEUKH 10 TEXHUUECKUM KaHATAM.

OpraHu3anyoHHBIE B TEXHHYECKAE MEPhI 3aIUTHl HHPOPMAIIH, pealn3yeMble B paMKax
CHCTEMBI 3alUTHl HHPOpMAny MHOOPMAITMOHHON CHCTEMBI, B 3aBUCHMOCTH OT HH(pOpManumy,
cojiepxKaiueiics B MAGOPMANMOHHON cHCTEME, Lenell co3zanus WH(QOPMAIMOHHOM CHCTEMBI H
3a1a4, pemraeMbIXx 5Tod HH(OPMAIMOHHON CHCTEMOM, JOJDKHBI OBITH HAalpaBlICHB HA
obecrnedenre KOHPUICHINATHEHOCTH, IEIOCTHOCTH M JOCTYIMHOCTH HH(pOpMaIHy.

B ycIIOBHAX pacTyIIETo CaHKIIHOHHOTO JIABJICHMSA CO CTOPOHBI IOMMTHYECKHX ONIIOHEHTOB
U HEe[PYXKECTBEHHBIX CTpaH, OCYIICCTBIMIONMX KOHTPOJNbL KOMIaHui#f MpomsBoaurtenei
HH(OPMAITHOHHO-TEICKOMMYHHUKAIMOHHOTO O00OPYIOBaHUS M IIPOTPAMMHOTO OOECIICUCHHUS, B
TOM 4HCJE€ C }CHOIB30BAHMEM BO3MOXHOCTEH CIENCIy0 WHOCTpaHHBIX TIOCYAapCTB,
aIMUHHUCTPAlNK HEOOXOIUMO OPHEHTHPOBATHCS Ha BHIOOP OTEUECTBEHHOI'O NPOrpaMMHOIO M
uH(OPMaIMOHHO-TEIEKOMMYHUKALMOHHOTO 060pYAOBAHUs, COOTBETCTBYIOMIEro TPeOOBAHUAM
uHGOpMaMOHHOM  0e30IacHOCTH, YTO  TakXkKe  COOTBETCTBYIOT — TEKyHmIEMy  Kypcy
ummnopro3ameenus [Ipasutenscrea Poccuniickoit ®enepanun.

4. Kpunrorpaduieckie METOB! U CPEACTBA 3allHTHL.

Kpunrorpaduueckue Metoast u cpezcrBa 3amuthl (ganee — CK3W) ucnonssyrores s
obecrieueHuss H”HPOPMATHOHHOMN O€30IaCHOCTH.

Opranmsanus cucTeMbl HHYOPMAIHOHHOM 6e30I1acHOCTH Ha OCHOBE HH(MPACTPYKTYPHI €
ucnons3opanueMm CK3Y no3BonuT pemmTs 3a1aum: -

—OpraHu3anuy 00ECHEeYCHUs 3aIUINCHHOrO JIOKYMEHTOO00pOTa ¢ HCIOJIB30BAHUEM
HMEIOMMXCs CUCTEM, KaK BHYTPH, TaK W IPH B3aUMOOTHOIIEHHUIX C APYTHMH OpPraHM3alluaIMHu.
OTO TO3BOJAT TOBBICHTH OS(P(PEeKTMBHOCTH W CHU3WTHL HAKI4OHBIE pPacXoAbl Ha
aAMUHUCTPUPOBAHKE CUCTEME]l B HCTIONB30BATh CAVHBIE CTAHAAPTHI 3AIMUTH JJaHHBIX

—peanm3anuy  IEHTPAIU30BAHHO  KOHTPOIApPYEeMON  cucTeMbl  HHGOpMAaNHOHHON
0€30HacCHOCTH, IIPH 3TOM THOKOM W TUHAMHYECKH YIIPaBIISEeMON;
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—YHHBEpCAIU3alMy METOJO0B oOecrnedeHus JOCTyIa TIOJb30BaTeliell W 3aluThl IJIs
CHCTEMBI 3JIEKTPOHHON MOYTEH, CHCTEMBI Jlocryna o HHQPOPMAIMOHHO-
TEINEKOMMYHHKAIIMOHHBIM CETSIM OOIIEero IIONIb30BaHUs B JAPYTHX CHCTEM C HCIOIH30BAHHUEM
YyXKE HMCIONMMXCA B JTHX [PWIOKEHHIX MEXaHU3MOB oOecrieueHust WH(HOPMAUOHHON
0e301acHOCTH;

—HCIOJIE30BAHKs MMEIOIUXCS peatu3anuii pocCUHCKUX KPUITOTPahUIeCKUX aIrOPATMOB
B olepanuax ¢ cepTaduKkaTaMy ¥ NPy 3aIUTe SJEKTPOHHOI0 JOKYMEHTO000POTA.

Wcenonesosanre CK3U nns obecneuenus GezomacHOCTH HHGOPMALMH HEOOXONMMO B
CIIydasix, eciiu:

—uHpOpManus  DOMNEKUT  KPUOTOrpaguuecKoidl  3aldTe B  COOTBETCTBHH  C
3aKoHoAaTensCTBOM Poccuiickoit @enepanuuy;

—B  MH(QOPMAIMOHHON CHCTEME CYIIECTBYIOT YIpO3bl, KOTOPBIE MOTYT OBITH
HEUTPaIM30BaHbl TOJBKO C IMOMOIIBIO NAHHBIX CPEACTB (Llepefava HHQOpMaNuU 1o KaHazam
CBSI3H, HE 3aIMUINCHHBIM OT IiepexBara HapyIIUTENeM UepenaBacMoil o HUM uH(OpManiy win
OT HEeCAaHKUMOHHPOBAHHBIX BO3AEHCTBMM HAa 3Ty wWHpOpMaiwio (HampuMep, NpH Nepenade
uHGopManmK, CofepiKamiell CBeACHHUs KOH(PUICHIMAILHOTO XapakTepa, 10 HHMOPMAIOHHO-
TCNEKOMMYHHUKAIMORHBIM CETSM OOINETO MOJIb30BAHMS,

—XpaHeHHe HHPOPMANY Ha HOCHTENISX, HECAHKIHOHUPOBAHHBIA JOCTYII K KOTOPHIM CO
CTOPOHBI HAPYILIUTEN HE MOXKET OBITh UCKITIOYECH C MOMOINBIO HE KPUNTOTrPaQUICCKHX METOHIOB
4 c1oco0oB).

Ipu npumenernn CK3U tpebyercs yunTHIBATS:

—KpHITTorpaguyeckas 3aumra HHGopMaImu MoXeT ObITh o0ecledeHa NpHA YCIOBUH
OTCYTCTBHMS BO3MOXXHOCTH HECAHKIIMOHMPOBAHHOTO JOCTYNAa HapylIUTeNns XK KIIOoYeBo#t
nadopmarun CK3U; '

—CK3U1 oGecneunBaoT 3amuty WHOOpPMAIMK TPH YCIOBHM coOMomeHHs TpeboBaHuit
OKCITyaTAallMOHHO-TeXHUYecKol noxymenranuu Ha CK3U m TpeboBaHmii IeHCTBYrOMIHX
HOPMATHMBHBIX IPABOBLIX JOKYMEHTOB B 00acTH peanu3anuy U skciryaranua CK31;

~ana obecneuenns 6e3omacHocTH HHGOpPMAUK NPH UX 06paboTke B HMHGOPMAIMOHHBIX
cucTeMax JOJDKHBI ucronb3oBaTeess CK3U, npomenmue B yCTAHOBIEHHOM IOPSAKE IPOLENYPY
onenkn coorsercTeud. Ilepeuens CK3U, ceprupumuposanusix @CB Pocenn, omybnuxoBan Ha
odunuansHoM caiite LlenTpa mo nuueH3MpOBaHMIO, CEPTUGUKALMH U 3alUTe TOCYIapCTBEHHOM
taitael @CB Poccun.

5. QusnyecKre MEpPHI 3aIHTEL

Qu3pyecKue Mephl 3aIIUTH OCHOBAHBI HA MPUMEHEHWM pa3sHOro pPoJa MEXaHWYeCKHX,
JMEKTPOHHBIX WM 3NEKTPOHHO-MEXaHMUYECKUX YCTPOHCIB M COOPYXKEHHH, CIEIHAILHO
OpeAHA3HAUCHHBIX JUII  CO3JaHWS (U3MYECKUX MPEnATCTBHH HAa BO3MOXHBIX —IHyTAX
HIPOHUKHOBEHNS M JOCTyNA UIOTEHIMATLHBIX HapymuTelell K KOMIIOHEHTaM CHCTEMBI H
3aluINaeMoi HHPOPMAIlHH, a TAKKE TEXHHISCKHX CPENCTB BU3YaIbHOrO HAOMIONCHNS, CBI3H H
OXpPaHHOU CHTHAIIM3AIIY.

Du3HIEeCcKas 3aIATA 3/1aHu, HOMeIeH i, 06BEKTOB | CPEICTB MH(OPMATH3ALMH TODKHA
OCYINECTBIATBCS IIYTEM YCTAHOBJIEHHS COOTBETCTBYIOINMX IIOCTOB OXpPaHbI, C IIOMOILILIO
TEXHHYECKUX CPEJCTB OXPAHBl MM JIIOOBIMH IPYTHMH CIIOCOOaMH, MPEAOTBPAIAIONIMMH Ml
CYIIECTBEHHO 3aTPYAHSIOIUMH IIPOHUKHOBEHHE B HHX IIOCTOPOHHHX JIHI[, XHIICHHE
JOKYMEHTOB M Hocutenedi uupOpMaImMy, caMHX CpeAacTB HHGOPMATH3ALUW, a TaKKe
HCKIIOYAIOMMMHA HAXOXKICHHE BHYTPH KOHTPONHpYeMoit (OXpaHsSeMoil) 30HBI TEXHHYECKUX
CPEe/ICTB CheMa HHGOPMAITAH.

13. INopsnok pearnpoBanHus Ha KOMIIBIOTCPHBIE MHITUICHTE
Pearuporanuie Ha KOMIIBIOTEPHBIE WHIMACHTHI BKIIOYAET B ¢e0s BHIIOIHEHUE CIETYIOIIMX
MEpONIPHSATHIA:
—(pUKCAIHIO COCTOSHUS U aHAIN3 0OBEKTOB HH(POPMAIIMOHHBIX PECYPCOB, BOBICYEHHEIX B
HMHIWJICHT;




—KOOPIMHAIHIO IEATEILHOCTH IO TPEKPAIleHHI0 BO3AEHCTBHA KOMIBIOTEPHBIX AaTak,
MPOBEACHUE KOTOPHIX BHI3BAIO BOZHHKHOBEHHE HHIHICHTA;

—(UKCaMIO W aHaIU3 CeTeBOro Tpaduka, NUPKYIHPYIOUIEr0 B HH(OPMAIMOHHOM
pecypce, BOBJICYSHHOM B HHIMICHT;

—OIllpeJeNeHlue I[PUYMH HHIMACHTAa ©W  BO3MOXHBIX €r0  IMOCHEACTBHA  1Jid
HHGOPMALMOHHOTO pecypca:

1) nepBUUHBIA aHATTN3 WHIHACHTA,

2) KOMIUIEKCHEIH aHalIn3 HHIMACHTA,

3) noKaNIu3alui0 HHIKIEHTA,

4) cOop cBemeHuHl IS MOCISAYIOMIETO YCTAHOBICHHS IIPHYHH HHIIHICHTA,

5) nnaHHEpPOBaHME MeP IO JINKBUAALNM HOCIICACTBHI HHIMACHTA;

6) JIMKBUAITHIO TIOCIICICTBHM HHIMACHTA,

7) KOHTPOJIb JIAKBUIAINH ITOCTIECTBYIA.

. Pemmenus MOMKHEI TPHHUMATHCS OT/EIBHO NS Kaxoro nadopManmoOHHOTO pecypca,
3aTPOHYTOTO KOMITBIOTEPHBIM HHITHACHTOM.

14. O6y4enne COTPYAHHAKOB H MMOBBIIICHHE OCBEIOMICHHOCTH B BOPOCAX 00€CIIeUeHUs
UHGOPMAHOHHOM 0€30ITaCHOCTA

Bce mnonp3zoBateny HMHOGOPMANMOHHOM CHCTEMBI IOJDKHBI OBITH O3HAKOMIICHBI C
OpraHM3alHOHHO-PACIIOPSAIUTEIBHEIME TOKYMEHTAMH 1O 00ecnedeHur0 HHGOPMAIMOHHOMN
Ge30MacHOCTH, B 4YacTH, WX Kacaromeics, HO/KHBI 3HATh M HEYKOCHHTENHHO BBIONHSTEH
HHCTPYKIIMH M 3HaTh o0mue oOs3anHOCTH MO ofecmedeHmio 0e30macHOCTH HH(OpMAaIuy.
HoBenenne TpeOoBaHMi YKa3aHHBIX IOKYMEHTOB /O JIHI[, MONYIICHHEIX K 06pabotke
3aIuIacMoi MHGOpMaNuy, OCYIIECTBISIETCS Mo noanuch. [lons3oBatenn uHGOPMANHOHHOM
CHCTEMBI, & TAKXKE PYKOBOASAILIMH H OOCITYKHBAIOINHIA IEPCOHAI TOJDKHEI OBITh 03HAKOMIICHEI CO
CBOHMM YPOBHEM IIOJJHOMOYHH, a TaKke OpraHU3alOHHO-PACTIOPSAUTENBHON, HOPMATHBHOM,
TEXHUYECKOM M OSKCILUIyaTalHMOHHON NOKyMeHTammel, onpenenstomeil TpeOOBaHUS M MOPAIOK
00paboTKH KOHGUICHIHATEHON HHDOPMAIIHH.

Ilenpio  oOydeHHS COTPYOHUKOB SIBISCTCS, CHIDKCHWE IIOTeph (MaTepHaNbHbIX,
(puHAHCOBEIX, YIIEPO pemyTal U T.1.) OT YTPO3, CBA3AHHBIX C HE3HAHWEM WM HEXIOHMMAHWEM
OCHOBHBIX IIOJIOXKEHMH 3aKoHOAaTenscTBa Poccmiickoit @enepanuu B obnactd olecredcHus
AHPOPMAIOHHOH 6E30IIaCHOCTH ¥ IPABHUI [0 3aI0UTe WHGOPMAIUH.

3agaun TOBBIIIEHAS OCBE/IOMICHHOCTH  COTPYTHMKOB B BONPOCAX uHbOpMaTHOHHON
0€30I1aCHOCTH:

—~MHGOPMUPOBAHWE  COTPYAHMKOB O  CYIECTBYIONMMX yrpo3ax #  mpobneMax
AHQOpPMaHOHHOM 6e30MacHOCTH, KOTOpbie MOTYT BO3HHKHYTH NIP¥ aBTOMATH3HPOBAHHOM
00paboTke uHGOpMAIMH, OOHOBICHNE WX TEOPETHUECKUX M TIPAKTHUYECKHX 3HaHW B 00IacTH
obecnieucHus HHOOPMAIMOHHOM Ge30MaCHOCTH;

—JOBEJCHUE IO COTPYIHHKOB OCHOBHBIX IOJIOXCHHM, OrpaHudYeHuit M TpeGoBaHmii
CYWIECTBYIONIMX HOPMATHBHO-PACIIOPAINTENBHEIX JOKYMEHTOB, IPHHSTHIX B aMUHACTPAIIUH;

—BBIPa0OTKA y COTPYJHHMKOB YMEHHS OLEHHBATH BO3MOXKHBIE IOCIEICTBHS CBOHX
JeiiCTBHIA (afeKBaTHO OLIEHUBATH CBA3aHHEIE C HUMH PUCKH HH()OPMAIMOHHOH 6e30I1aCHOCTH);

—BBIPa0OTKA y COTPYJHMKOB IIPHBEIYEK, CIIOCOOCTBYIOINMX IIOICPIKAHHIO BBICOKOTO
yPOBHS HHGOPMAITMOHHOM 6E30TIaCHOCTH;

—~BBIPaOOTKA Yy COTPYJHHKOB aJMHUHHUCTPAlldd yMEHHWH (HABHIKOB) IPAaBAIBHO U
OIICPATHBHO ACHCTBOBATH NP BO3HUKHOBEHUHN HHIIWAECHTOB HHGOPMAHOHHOM 6€301MacHOCTH;

—JIOBEICHHE 10 COTPYQHUKOB uX oOs3aHHOCTEHi B  oOiactd  obecneueHHA
HHQOpPMamUOHHOH 6e30IIaCHOCTH H CTENeHH WX OTBETCTBEHHOCTH B ClIydae YTEUKH
KOoH(uAeHIMANEHON MHMOPMAIHH;

—oneHKa 5(Q(EeKTHBHOCTH, Pa3BUTHE H COBEPUICHCTBOBAHKE IIPOBOIMMBIX MEPOIPUATHIH
10 HHGOPMANHOHHOMN GE30IaCHOCTH B IIEIOM.




@opMBI M METONSI NOBBINCHUS OCBEHOMIICHHOCTH COTPYJHHMKOB B  oOnacTH
MH(POPMAIMOHHOM GE30MaCHOCTH: -

—HHCTPYKTaX IIPH ITpueMe Ha paboTy;

—MOBHIICHKAE KBaMuKanmy (Kypchl, CEMHHAPEI, TPEHUHIH);

~IIICTAHIIMOHHOE ODyUYeHHE;

—HMHCTPYKTAXH U 3a4eTHl 110 ITONOKCHUIM 3aKoHOIaTenscTBa Poccuiickoil denepaum B
obmactu obecnedenus nHpopMaoHHOM Oe3onmacHoctTy 1 Hactoseit [Tomuruxy. |

15. Koutpons cocrosHus uHGOPMAIMOHHOH 0€301IacHOCTH

Kontpons cocrosaus wWHPOpMAIMOHHON O6E30MACHOCTH OCYIECTBISETCS C IEJBI0
CBOEBPEMEHHOIO BBUIBICHHS H IIPSIOTBPAIICHHS YTCUKH HHGOpPMAdu [0 TEXHAICCKUM
KaHalaM, 34 CYeT HECAHKIHWOHHPOBAHHOIO JOCTyHNAa K HeW, a Takke MNIpeXylnpexIeHUus
BOSMOXHBIX 'CICHHANBHBIX BO3JEWCTBHYM, HalpaBICHHBIX HA YHHYTOXKEHHE WH(OOpMAIUHY,
- paspylIeHHE CPeCTB HHPOPMATH3AITHH.

OcHoBHas 3a/jaya KOHTPOJS 3aKJIFOYacTCA B MONYYSHHUN OOHEKTHBHBIX OIEHOK TEKYIIEro
cocrosHus obecrmedeHHs HHPOPMAIMOHHON  Oe30macHOCTH, OleHKa 9(GEKTHBHOCTH
IIPUMEHIEMBEIX Mep M TeXHHYCCKMX pelieHumit aag  obecnmeuenus wHOOPMaImOHHON
0€30MacHOCTH, OKa3aHWe METOAMYECKONM HOMOINM 10 OOCCHEeHYEeHHMIO 3alluTHl HH(OpPMAINH,
opra"usanys paboTs o obeceYeHmI0 HHGOPMAIMOHHOM 6E30ITaCHOCTH.

Konrpone mpoBoguTcss MHXEHEpOM WO uHPOpMANUOHHON Oe30macHOCTH(OTACHT
yIpaBIeHUS eNaMu) U KOMUCCHEH, HasHadaeMOo# 1is 3TOH IEIH.

Oneska 3(p¢QexkTHBHOCTH Mep 3alUThl HHPOPMAHU NPOBOJUTCS C HCIOJIB30BAHHEM
TEXHUYECKHX U IPOIPAMMHEIX CPE/ICTB KOHTPOJNS HA NPEIMET COOTBETCTBHS yCTAHOBICHHBIM
TpeGOBAHUAM. ' .




